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1 Foreword

1.1 Notes on the documentation

This description is only intended for the use of trained specialists in control and automation engineering who
are familiar with the applicable national standards.

It is essential that the documentation and the following notes and explanations are followed when installing
and commissioning the components.

It is the duty of the technical personnel to use the documentation published at the respective time of each
installation and commissioning.

The responsible staff must ensure that the application or use of the products described satisfy all the
requirements for safety, including all the relevant laws, regulations, guidelines and standards.

Disclaimer

The documentation has been prepared with care. The products described are, however, constantly under
development.

We reserve the right to revise and change the documentation at any time and without prior announcement.
No claims for the modification of products that have already been supplied may be made on the basis of the
data, diagrams and descriptions in this documentation.

Trademarks

Beckhoff®, TwinCAT®, EtherCAT®, Safety over EtherCAT®, TWinSAFE®, XFC® and XTS® are registered
trademarks of and licensed by Beckhoff Automation GmbH.

Other designations used in this publication may be trademarks whose use by third parties for their own
purposes could violate the rights of the owners.

Patent Pending

The EtherCAT Technology is covered, including but not limited to the following patent applications and
patents:

EP1590927, EP1789857, DE102004044764, DE102007017835

with corresponding applications or registrations in various other countries.

The TwinCAT Technology is covered, including but not limited to the following patent applications and
patents:
EP0851348, US6167425 with corresponding applications or registrations in various other countries.

EtherCAT.

EtherCAT® is registered trademark and patented technology, licensed by Beckhoff Automation GmbH,
Germany

Copyright

© Beckhoff Automation GmbH & Co. KG, Germany.

The reproduction, distribution and utilization of this document as well as the communication of its contents to
others without express authorization are prohibited.

Offenders will be held liable for the payment of damages. All rights reserved in the event of the grant of a
patent, utility model or design.

4 Version: 1.0 EtherNet/IP Slave



BECKHUFF Foreword

1.2 Safety instructions

Safety regulations

Please note the following safety instructions and explanations!
Product-specific safety instructions can be found on following pages or in the areas mounting, wiring,
commissioning etc.

Exclusion of liability

All the components are supplied in particular hardware and software configurations appropriate for the
application. Modifications to hardware or software configurations other than those described in the
documentation are not permitted, and nullify the liability of Beckhoff Automation GmbH & Co. KG.

Personnel qualification

This description is only intended for trained specialists in control, automation and drive engineering who are
familiar with the applicable national standards.

Description of symbols

In this documentation the following symbols are used with an accompanying safety instruction or note. The
safety instructions must be read carefully and followed without fail!

Serious risk of injury!

Failure to follow the safety instructions associated with this symbol directly endangers the
life and health of persons.

P>

DANGER

Risk of injury!

Failure to follow the safety instructions associated with this symbol endangers the life and
health of persons.

P>

WARNING

Personal injuries!
Failure to follow the safety instructions associated with this symbol can lead to injuries to

>

persons.
CAUTION
] Damage to the environment or devices
° Failure to follow the instructions associated with this symbol can lead to damage to the en-
vironment or equipment.
Attention
Tip or pointer
This symbol indicates information that contributes to better understanding.
Note

EtherNet/IP Slave Version: 1.0 5
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2 Overview

In combination with a network-capable Beckhoff PC, the function TF6280 TwinCAT EtherNet/IP Slave can
be used to create an Ethernet/IP adapter.

Up to eight adapters can be parameterized with a physical interface. A virtual MAC address is formed,
through which up to eight EtherNet/IP adapters can be operated on a PC via an Ethernet interface.

Technical data TF6280

Requires TC1200 from build 4020

Target system Windows XP, Windows 7/8, Windows CE

Performance class (pp) 20 30 40 50 60 70 80 90
- - X X X X X X

Ordering information

TF6280-00pp TC3 EtherNet/IP slave

The function TF6280 TwinCAT EtherNet/IP Slave enables data exchange with an EtherNet/IP master. Both
multicast and broadcast are supported. The function TF6280 TwinCAT EtherNet/IP Slave can behave like
eight EtherNet/IP adapters.

For sample, it is possible to:
« connect a master with eight slaves
« connect up to eight masters with 8 slaves

This way more data can be transported or the master can be operated with different cycle times.

In an EtherNet/IP network, the TF6280 behaves as a slave device. No further configuration via an EtherNet/
IP master is required. The configurator in TwinCAT 3.1 is used for the configuration, e.g. by specifying the IP
settings and the number of data. The only requirement for a connection to be established is that the data
itself must be set in the same way in the EtherNet/IP master.

EtherNet/IP

EtherNet/IP (Ethernet Industrial Protocol, EIP) is a real-time Ethernet protocol, which was disclosed and
standardized by the ODVA (Open DeviceNet Vendor Association). The protocol is based on TCP, UDP and
IPv4.

Further information can be found at www.odva.org or https://en.wikipedia.org/wiki/Ethernet/IP.

6 Version: 1.0 EtherNet/IP Slave
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3 Prerequisites

Software

TF6280 is included in TwinCAT version 3.1 build 4020.28. No further installation is required.

Older product versions
Older versions are beta versions. Delete any older EtherNet/IP device configurations and
create a new configuration.

Note

Hardware

For using the TF6280, the target system has to have an Intel® network chipset (see: Verifying the hardware
D 7).

Beckhoff PC
Beckhoff PC systems are usually preconfigured for the operation of EtherNet/IP devices.
Note

3.1 Verifying the hardware

Check whether the network interface is suitable
1. Create an EtherNet/IP slave. Right-click on “Devices” and add a new device (“Add New ltem...”).

4 ol Profinet Lib

. i SYSTEM
MOTION
s PLC
| SAFETY
B C++
. /O
*® D
&\ 22 Add New Item... Ctrl+Shift+A
2 Add Existing Item... Shift+Alt+A
Export EAP Config File
¥ ?g Scan
5 Paste Ctrl+V

Paste with Links

EtherNet/IP Slave Version: 1.0 7
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2. Select “EtherNet/IP Adapter (Slave)”.

Type: -5 EtherCAT | Ok I
jf:.--i"' Ethemet
o &8 Profibus DP

-8 Profinet
;:i:;..til CAMopen
'-!F =5~ DeviceMNet
—-1 EtherMetF
S o EtherMetiP Adapter (Slave)

i~z EtherNetiP Adapter (ELEE52-0010)
i-=g= EtherMet]P Scanner

imz= EtherMetIP Scanner (ELBESZ)

| = CCATEIP Adapter(Slave) el T
| iom CCAT EIF ScannerniMaster) ) PConly
.:h h'f SERCOS interface o
':F' W0 Beckhoff Lightous () C only
% USE
i B
.;P..“g—ﬁ Beckhoff Hardware ©Bx only
£ Miscellaneous (@Y

MName: Desace 1

3. Now select the adapter and find the appropriate Ethernet interface (Search...).

General | Adapter | Protocol | Sync Task | Diag History | DPRAM (Online)|

(@) Network Adapter

@ 05 (NDIS) (@] () DPRAM
Description:
Device Mame:
PCI Bus/Slot | | Search.. |
MAC Address: 00 00 00 00 00 00 [ Compatible Devices. . ]
IP Address: 0.00.0(0.0.00)

Promiscuous Mode (use with Wireshark only)
"u"irtual Device MNames

@AdapterF{eference

Adapter: | -

Freerun Cycle (ms): 4 E

8 Version: 1.0 EtherNet/IP Slave
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4. Select a “real-time capable” interface under “Compatible devices”.

Installation of Twin*T RT-Ethernet Adapters e - . ' - =
Ethemet Adapters Update List ‘
= lj_' Installed and ready to use devices(realtime capable) ‘
- l_-':‘ LAN-Yerhindung - TvanCAT-Imel FCI Ethemet Adapter (Gigabif)
'.-'_" Inztelled and ready to use devices(for demo use only) ‘
- li'_' Compatible devicas
& '.-'." Incompatible devices ‘
'I;'_' Disabled devices ‘
Disable ‘
[~ Show Bindings

= You can install the real-time driver.

Note

No “real-time capable” network interface available

If the list contains no network interfaces under “Compatible devices”, the TF6280 function
cannot be used on the present hardware.

EtherNet/IP Slave Version: 1.0 9
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4 Licensing

The TwinCAT 3 functions are available both as a full and as a 7-Day trial version. Both license types can be
activated via TwinCAT XAE.For more information about TwinCAT 3 licensing, please consult the TwinCAT 3
Help System.The following document describes both licensing scenarios for a TwinCAT 3 function on

TwinCAT 3 and is divided into the following sections:

* Licensing a 7-Day trial version [»_10]

* Licensing a full version [P 11]

Licensing a 7-Day trial version

1. Start TwWinCAT XAE

2. Open an existing TwinCAT 3 project or create a new project

3. In “Solution Explorer”, please navigate to the entry “System\License”

Solution Explorer

3 Solution ' TC3_I0OP' (1 project)
4 @ TC3I0P
4 @l sysTEM
| License|
@.“R;&ai-Time
b [B Tasks
== Routes

TJ.'I[X

4. Open the tab "Manage Licenses" and add a "Runtime License" for your product (in this screenshot
“TE1300: TC3 Scope View Professional”)

BUSNCE ]

Order Information | Manage Licenses | Project Licenses I Cnline Licenses|

Order No | License |Add Runtime License
TC1000 TC3 ADS l_ cpu license
TC1100 TC310 [ cpulicense
TC1200 TC3PLC [ cpu license
TC1210 TCIPLC/ Ce+ [ cpulicense
TC1220 TC3IPLC / C++ / MatSim [ cpulicense
TC1250 TCIPLC/NCPTP10 [ cpulicense
TC1260 TCIPLC/NCPTP10/ NCI [ cpu license
TC1270 TCIPLC/NCPTP10/NCI/ CNC [ cpulicense
TC1300 TC3 Cr+ [ cpulicense
TC1320 TC3 C++ / MatSim [ cpulicense
TE1300 TC3 Scope View Professional
TE1400 TC3 Target For Matlab Simulink [ cpulicense

5. Optional: If you would like to add a license for a remote device, you first need to connect to the remote

device via TwinCAT XAE toolbar

PR ﬂ|ﬂ # \@|61d“'| <Local= - =
<l ocal>
. CKX-DBA3RE (10.1.128.204.1.1)
Choose Target System...
10 Version: 1.0 EtherNet/IP Slave
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6. Switch to the tab "Order Information™ and click the button "Activate 7 Days Trial License..."to
activate a test version

TwinCAT Projectd
-
Order Information | Manage Licenses I Project Licenses | Online Licenses| y
System Id: 897F763-B69C-788A-6450-9EE7DADSTC1B
HW Platform: other (30} I[ Activate 7 Days Trial License... ]
Beckhoff License Id: Customer Id:
Customer Comment: L
[ Generate License Reguest File. . ] [ Activate License Response File... ]
Order No | License |Instances Current Status |
TC1200 TCIPLC cpu license expires on Mar 29, 2012 (trial I... |
| TFG420 TC3 Datahase-Server cpu license expires on Mar 29, 2012 (trial |... |

7. Please restart TwinCAT 3 afterwards.

Licensing a full version
8. Start TwinCAT XAE
9. Open an existing TwinCAT 3 project or create a new project
10. In "Solution Explorer", please navigate to the entry "SYSTEM\License"

Solution Explorer » 1 X

|3 Solution 'TC3_I0P (1 project]

4 [ TC3Jop
4 @l sysTEM
|[E License|
@ Real-Time
b [B Tasks
=f= Routes

11. Open the tab "Manage Licenses™ and add a "Runtime License" for your product (in this screenshot "
TE1300: TC3 Scope View Professional”).

Order Information | Manage Licenses | Project Licenses I Cnline Licenses|

Order No | License |Add Runtime License
TC1000 TC3 ADS |7 cpu license
TC1100 TC310 I_ cpu license
TC1200 TC3PLC I_ cpu license
TC1210 TCIPLC/ C++ [ cpulicense
TC1220 TC3 PLC / C++ / MatSim I_ cpu license
TC1250 TCIPLC/NCPTP10 I_ cpu license
TC1260 TCIPLC/NCPTP10/ NCI I_ cpu license
TC1270 TCIPLC/NCPTP10/NCI/ CNC I_ cpu license
TC1300 TC3 Ceer [~ cpulicense
TC1320 TC3 C++ / MatSim |_ cpu license
TE1300 TC3 Scope View Professional v ey

TE1400 TC3 Target For Matlab Simulink I_ cpu license

EtherNet/IP Slave Version: 1.0 1
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12. Optional:If you would like to add a license for a remote device, you first need to connect to the remote
device via TwinCAT XAE toolbar

EE:.’ﬂ|E#-";‘k@|5}dﬁ'.’_|<Luca|::- - =
<l ocal=

B CX-0BA38E (101.128.204.1.1)
Choose Target System...

13. Navigate to the "Order Information™ tab

The fields "System-ID" and "HW Platform" cannot be changed and just describe the platform for the
licensing process in general a TwinCAT 3 license is always bound to these two identifiers:

the "System-ID" uniquely identifies your system.

The "HW Platform" is an indicator for the performance of the device.

14. Optionally, you may also enter an own order number and description for your convenience

TwinCAT Projectd

Order Information | Manage Licenses | Project Licenses | Online Licenses |

System Id: 3897F769-B69C-788A-6450-9EE7DADSTC1E
HW Platform: other (30} ( Activate 7 Days Trial License... ]

Beckhoff License 1d:  [vAD215 Customer Id:

Customer Comment:

I[ Generate License Request Fils... ] [ Activate License Response File.. ]

Order Mo | License | Instances Current Status |
TC1200 TC3PLC cpu license missing
| TFG420 TC3 Database-Server cpu license missing |

15. enter the "Beckhoff License ID" and click on "Generate License Request File...". If you are not aware
of your "Beckhoff License ID" please contact your local sales representative.

16. After the license request file has been saved, the system asks whether to send this file via E-Mail to the
Beckhoff Activation Server

TwinCAT ¥AE bt

:I Send license request to Beckhoff

17. After clicking "Yes", the standard E-Mail client opens and creates a new E-Mail message to
"tclicense@beckhoff.com” which contains the "License Request File"

18. Send this Activation Request to Beckhoff

[0 NOTE! The “License Response File” will be sent to the same E-Mail address used for sending
out the "License Request File”

12 Version: 1.0 EtherNet/IP Slave
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19. After receiving the activation file, please click on the button "Activate License Response File..."in the

TwinCAT XAE license Interface.

TwinCAT Projectd X

COrder Information | Manage Licenses I Project Licenses I Online Licenses|

System Id: 3897F765-BRSC-788A-6450-5EETDADSTC1E

HW Platform: other (50} [ Activate 7 Days Tral License...

Beckhoff License Id:  WVADE15 Customer Id:

Customer Comment:

[ Generate License Reguest File. .. ] l Activate License Response File.... l
————————————

Order No | License Instances Current Status

TC1200 TCIPLC cpu license missing

TFG420 TC3 Database-Server cpu license missing

20. Select the received "Licnse response file" and click on "Open"

P

o8 Open

(=]

@@v| 4 v Computer »

Organize » Mew folder

i Favorites
Bl Desktop
4 Downloads
2| Recent Places

[&| Pictures

. Libraries
&l Application
@ Documents

J? Music
[ Pictures
=il Puhlic

File name:

Downloads - | +4 | | Search Downloads

H-= W

Mame

= || LicenseResponseFile.tclrs

- 4| m [

ml)

ol
o

Date mu

21.03.20

LicenseResponseFiletclrs

- [TwinCAT License Response File v]

Open |v ’

Cancel

l

21.The "License Response File" will be imported and all included licenses will be activated. If there have
been any trial licenses, these will be removed accordingly.

EtherNet/IP Slave

Version: 1.0
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22.Please restart TwinCAT to activate licenses..

TwinCAT XAE

. 1 License response file 'LicenseResponseFiletclrs' registered

‘TrialLlicense.tclrs' removed

Restart TwinCAT to activate licenses

(=]

)

[@ NOTE! The license file will be automatically copied to “..\TwinCAT\3.1\Target\License" on the

local device.

14
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5 Configuration

The most important settings in order to establish a connection with an EtherNet/IP master are:
+ the IP address,
» the assembly instance numbers and thus the length of the data
« and the correct cycle time.

IP address:

The IP address can be assigned freely, although it should be from the same network class as the master.
Otherwise a gateway must be entered, in order to route the protocol accordingly.

Assembly instance numbers:

The assembly instance numbers are permanently assigned and must be correctly set in the master. This
also always includes the number of data or the size of the process image.

Cycle time:

The task cycle time in the TF6280 may not exceed the time on the master side, although it can be a fraction
of that time. If, for sample, an EtherNet/IP cycle time of 10 ms is set on the master side, the task cycle time
on the slave side can be 10 ms, 5 ms, 2 ms or 1 ms.

Recommended cycle time
EtherNet/IP enables cycle times of 1 ms or higher. The task can always be operated with 1

ms, as long as the system load of your systems [P_6] permits this.

Note

5.1 Creating an EtherNet/IP slave

Once you have added an EtherNet/IP adapter, a slave is automatically added to your configuration.

1. Set the IP address of the slave. (The IP address does not have to be the same as the IP address of the
operating system.) Click on the box and switch to the Settings tab. Here you can set the IP address, the
network mask and the gateway address.

EtherNet/IP Slave Version: 1.0 15
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Settings
Slave Settings
Index MName Flags Value Unit
= 8000:0 Slave Settings (Box 1) MRO =43 <
8000:01 Slave Mumber MRO Ox0001 (1)
8000:03 Product Mame M RW Box 1(TC EtherMNet/IP Slav...
8000:04 Device Type MRO Ox000C (12)
8000:05 VendorlD MRO 0x0D06C (108)
8000:06 Product Code MRO Ox18838 (6280)
8000:07 Revision MRO 31
8000:08 Serial Number MRO Ox00000000 (0)
8000:20 MAC Address MRO EE Q001 1F 7E 83
8000:21 IP Address M RW 0.0.00
8000:22 Network Mask M RW 0.0.00
8000:23 Gateway Address M RW 0.0.00
8000:24 DHCP Max Retries M RW 0
8000:25 TCPR/IP TTL M RW 128
8000:26 TCP/IP UDP Checksum M RW TRUE
8000:27 TCP/IP TCP Timeout M RW 300 Seconds
8000:28 MultiCast TTL M RW 1
8000:29 MultiCast UDP Checksum M RW FALSE

1 a) If the IP address is to be issued by a DHCP server in your network, enter the value 0.0.0.0 in the

“IP address” field.

1 b) If the IP address of the operating system is to be used, enter the value 255.255.255.255 in the
“IP address” field. The subnet mask and the gateway address can be used unchanged. When TwinCAT
starts, the EtherNet/IP driver then uses the IP address of the system.

2. Click on the box and select “Append |0 Assembly”.

4 = Device 1 (TC3 EIP Adapter)

*% Image
4 Inputs

# DevState

4« W QOutputs
B Dev(irl

4 =% Box 1 (TC FtherNet/IP Slave)

: Inputs
- 1 Qutput:
4 0B Assemt
a Inpu
# C
4 [ Outg

Append [0 Assembly
Export EDS File

Save Box 1 (TC EtherMet/IP Slave) As...

Add Existing Item...

T o —en Tl Ta_

Shift+Alt+A

Version: 1.0
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3. To create data under Inputs, right-click on “Add New Item...”

4 i Box 1 (TC EtherNet/IP Slave)
[ Inputs
- Qutputs
4 1 Assembly 1 (Input/Qutput)

F | IanI+E|

# (¢ 2 Add New Item.. Ctrl+Shift+A

4 W Out
-

Recalc Addresses
— -

4. Now select the data format and the number of data to be transferred. The number of bytes will be
important later. It can be read in the object tree. e.g.: Enter 4 words, i.e. 8 bytes of process data:

Name: War 7 hlultiple: E
=

Start Address: Bryte: i E Bit:

[ ] Show Al

Data Type »3ize Mame Space -
ST_AxBO00_5_0085 Axh000

ST_AxB000_5_0163 Axh000 =
TcEventargumentType
TcEwventConfirmationState
TcEventSewverity

UINT

WORD

EooL32
Ex_KBUS_STATE

DATE

In addition there are 4 bytes for the ConnState. The ConnState currently has no function. It can be used
for additional information in the future.

8]

I O N N e R e T e N R g |

EtherNet/IP Slave Version: 1.0 17
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5. Therefore, 12 bytes of process data must be created. Navigate to the box and select the Settings tab.

Setings

Slave Settings

Index MName Flags WValue Unit
+- 5000:0 Slave Settings (Box 1) MRO >43 <
-~ 8001:0 0 Assembly 1 Settings M RO >12<

8001:01 Assembly Number MRO 00001 (1)

8001:.02 Configuration Instance M RO 126

8001:03 Configuration Size MRO 0 Byte

5001:04 InputInstance (T-=0) M RO 129

8001:05 Input Size (T->0) MRO 4 Byte

5001:06 Output Instance (0->T) M RO 130

8001:07 Output Size (0->T) MRO 12 Byte

8001:08 Heartbeat Instance (Listen Onl.. MRO 136
8001:09 Hearbeat Size (Listen Only) MRO 0 Byte
8001.... Hearbeat Instance (InputOnly) MRO 137

8001.... Heartbeat Size (Input Only) MRO 0 Byte

8001:... Advanced Assembly Options M RW 0=0000 (0)
+- 9000:0 Slave Info (Box 1) RO >43<
+-9001:0 10 Assembly 1 Info RO >12<

= The length can be found in index field 0x8001: 07. The length is displayed from the master
perspective. TwWinCAT inputs are outputs in the master, hence the reference to output size here.

6. Now do the same with the outputs of the EtherNet/IP slave.
= Data creation is now complete. Now link the data with the PLC.

5.2 Setting the cycle time

The cycle time of the EtherNet/IP adapter (slave) is specified by the master. The task on the TwinCAT
system must operate with at least the same speed.

Recommended cycle time
EtherNet/IP enables cycle times of 1 ms or higher. The task can always be operated with 1

ms, as long as the system load of your systems [P_6] permits this.

Note

To set the task cycle time navigate to the EIP Adapter device, then to the “Sync Task” tab and set the time.

18 Version: 1.0 EtherNet/IP Slave
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Ganeral]Mamr [ Protocol | Sync Task 'Diagﬂim] DPRAM iDnIine}'
MOTION = B
PLC Sefings
SAFETY Standard (via Mapping)
Ces @ Special Sync Task
yo (Task3 Create new /0 Task
asl b L[] e as
" Devices
4 == Device 1 {TC3 EIP Adapter)
¥ Image
- Inputs
# DevState Syne Task
« W Outputs
& DavCirl Mame Task3
4 [ Box 1(TC EtherNet/TP Slave) Cycle ticks: 1 - 1000 e
Inputs = Adjustable by Protoco
W Outputs
4 1 Assembly 1 (Input/Output) Priosity 1 —
- Inputs

# Conn5tate
F Var7

[i]

Note

Use a dedicated Sync Task

Use a dedicated Sync Task, since mapping via the PLC can result in the task being
stopped, e.g. if a breakpoint is encountered, with the result that the EtherNet/IP connection

is interrupted.

Also see about this
Overview [ 6]

5.3 Changing EtherNet/IP settings

For the setting, the Store Category [P 21] must be specified in the TwinCAT system configuration. This is
entered in the object F8000:2B "Advanced Options" in all EtherNet/IP devices.

If the corresponding bit is set, the IP address from the memory is used. If no value is entered, the bit is
ignored, and the parameters of the TwinCAT system are used.

In the following sample bit 8 (0x0100) is set, which means that Store Category 1 is selected, which affects
the IP settings (index 0x8000: 21...23).

EtherNet/IP Slave Version: 1.0 19
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Slave Settings

Index Name Flags WValue |

= 8000:.0 Slave Settings [Box 2) M RO > 43¢
8000:01  Slave Number M RO 0x0002 (2)
8000:03 Product Name M Rw Bowx 2 (TC EtherNet/IP Slave)
8000:04 Device Type M RO 0x000C 12)
8000:05 VendorID M RO 0x006C (108)
8000:06 Product Code M RO 0x1888 (6280)
8000:07 Revision M RO 31
8000:08 Serial Number M RO 0x00000000 (0)
8000:20 MAC Address M RO 0200021247 D6
8000:21 IP Address M Rw 101.1.2
8000:22 Network Mask M Rw 255000
8000:23 Gateway Address M Rw 0000
8000:24 DHCP Max Retnies M Rw 0
8000:25 TCPAPTTL M Rw 128
8000:26 TCPAP UDP Checksum M Rw TRUE
8000:27 TCPAP TCP Timeout M Rw 300 Seconds
8000:28 MultiCast TTL M Rw 1
8000:29 MultiCast UDP Checksum M Rw FALSE
8000:24 Forward Class3 to PLC M RwW FALSE
B000:2B Advanced Slave Options M AW 0x0100 (256)

+ B8001:0 10 Assembly 5 Settings M RO »12¢

+ S000:0 Slave Info [Box 2] RO >43¢

+ 3001:0 10 Assembly 5 Info RO »12¢

To use Store Category 1 and 2, 0x0300 should be entered in object 8000:2B. Only bits 8 and 9 should be
used. All other bits are reserved and must not be used.

ADS function blocks are used for reading or writing the settings from/to the PLC.
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5.3.1 Object description

Offset Name Data Type Subindex |Store Category
1 2

0x00..0x01 ID UINT16 1

0x02..0x03 Reserved UINT16 -

0x04..0x23 Product Name BYTE[32], 3 X

STRING(31)

0x24..0x27 Device Type UINT32 4

0x28..0x2B  |Vendor ID UINT32 5

0x2C..0x2F  |Product Code UINT32 6 X

0x30..0x33 Revision UINT32 7

0x34..0x37 Serial Number UINT32 8

0x38..0x7D Reserved BYTE[70] -

0x7E..0x83 MAC Address BYTE[6] 32

0x84..0x87 IP Address UINT32 33 X

0x88..0x8B Network Mask UINT32 34 X

0x8C..0x8F |Gateway Address UINT32 35 X

0x90..0x91 DHCP Max Retries UINT16 36

0x92..0x93 TCP/IP TTL UINT16 37

0x94..0x95 TCP/IP UDP Checksum UINT16 38

0x96..0x97 TCP/IP TCP Timeout UINT16 39

0x98..0x99 Multicast TTL UINT16 40

0x9A..0x9B Multicast Checksum UINT16 41

0x9C..0x9D |Forward Class3 to PLC UINT16 42

O0x9E..OX9F  |Flags UINT16 43

O0xAO0..0xFF  |Reserved Byte[96] -

Store Category

The “Store Category” determines which settings are overwritten with the values from the non-volatile
memory. Bits 9 - 8 have to be set accordingly in the project under “Flags”. In order to modify both, both bits
must be set.

(Bit9=Cat2, Bit8=Cat1)

5.3.2 ADS-Write command

AmsNetld

The AMSNetld can be found under the “EtherNet/IP” tab in the “NetID” field. When you select the option “Info
Data Support” it is linked directly.

The advantage of a direct link is that it always retrieves the current AMSNETID, even if controllers are used
that use different AMSNETIDs. The AMSNETID of the EtherNet/IP adapter therefore does not have to be
read manually.
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Solution Explorer M i Set_EthernetlPSettings [Online] fb_Get_EthernetlPSettings [Online]

e
oA Solution TwinCAT Ethernetl?” (1 project)
# glll TwinCAT EthermetlP
@ svsTEM
k= MOTION
Bl roc
$) SOFETY
[
& anaLyTIcS
« @yvo
a "% Devices
4 = Dewice 2 (TC3 EIP Adapter)
*® Image
*B Image-Info
Inputs
B Outputs
a 1 Infoliata
# Dedd
# AmsNetld
i Box 2 (TC EtherNet/IP Slave)
5= Box 5 (TC EtherMet/IP Slave)

General | Adapter| EtherNetP | Sync Task | Diag History | DPRAM [Driine)

Sw Version 0 fvin.0)
Netid 518.71.214.31 [¥] Info Data Support

ADS port number

For the function “EtherNet/IP Adapter” set the ADS port number to a fixed value of OxFFFF.

Slave

IDXGRP: 0x0001F480
IDXOFFS: 000000000

Setting for setting (4 bytes + object size (256 bytes))

Byte Offset 0: 0x45

Byte Offset 1: 0x23

Byte Offset 2: Objindex LoByte (e.g. 0x8000 for slave 1 and 0x8010 for slave 2)
Byte Offset 3: Objindex HiByte

Byte Offset 4-260: Data of the object (see object description below)

Setting for resetting (4 bytes)

Byte Offset 0: 0x00

Byte Offset 1: 0x00

Byte Offset 2: Objindex LoByte (e.g. 0x8000 for slave 1 and 0x8010 for slave 2)
Byte Offset 3: Objindex HiByte

Accept changes

After setting the properties restart TwinCAT for the TF6280, after which the new settings

are applied and valid. The settings remain stored and don't have to be loaded again, unless
Note there are changes.

5.3.3 ADS-Read command

AmsNetld

The AMSNetld can be found under the “EtherNet/IP” tab in the “NetID” field. When you select the option “Info
Data Support” it is linked directly.
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The advantage of a direct link is that it always retrieves the current AMSNETID, even if controllers are used
that use different AMSNETIDs. The AMSNETID of the EtherNet/IP adapter therefore does not have to be
read manually.

Solution Explorer 0 %

fb_Get_EthermnetlPSettings [Online]

fb_Set_EthernetlPSettings |Online]

e
oA Solution TwinCAT EthernetlP” (1 project)
4 gl TwinCAT EthemetP
@ sYSTEM
k= MOTION
Bl rLc
$) SOFETY
E Cas
& anaLyTIcs
« Evo
4 "R Devices
4 == Device 2 (TC3 EIP Adapter)
*® image
*® Image-Info
Inputs
B Outputs
2 1 InfoData
# Devid
# AmsNetld
o= Box 2 (TC EtherMet/IP Slave)
S Box 5 (TC EtherMet/IP Slave)

General | Adapter| EtherNet/P | Sync Task | Diag Histow | DPRAM [Dniine)
Sw Verson 0 fvin . 0d)
Netld 518.71.214.31 ¥ Info Data Support

ADS port number

For the function “EtherNet/IP Adapter” set the ADS port number to a fixed value of OxFFFF.

Slave

IDXGRP: 0x1F480

IDXOFFS: 0x8000 for the first slave
IDXOFFS: 0x8010 for the second slave
IDXOFFS: 0x8020 for the third slave

ibXOFFS: 0x8070 for the eights slave
LEN: 256

The data are stored in the data array, as described above -> see Object description [P 21].

5.3.4 Sample

A sample program can be downloaded: http://infosys.beckhoff.com/content/1033/
TF6280_Tc3_EthernetlPSlave/Resources/tszip/3105211403.tszip

54 Creating the EtherNet/IP slave in other EtherNet/IP
masters

All the information you need is provided in the “Settings” dialog:
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Settings

Slave Settings

Index Mame Flags Value LUnit
+- 8000:0 Slave Settings (Box 1) MRO =43 <
- 8001:0 10 Assembly 1 Settings MRO =12 <

8001:01 Assembly Number MRO Ox0001 (1)

8001:02 Configuration Instance MRO 128

8001:03 Configuration Size MRO 0 Byte

800104 Input Instance (T-=0) MRO 129

800105 Input Size (T-=0) MREO 12 Byte

8001:06 Output Instance (0->T) MRO 130

8001:07 Output Size (0-=T) MRO 12 Byte

8001:08 HearbeatInstance (Listen Onl.. MRO 136
8001:09 Hearbeat Size (Listen Only) MRO 0 Byte
8001.... HearbeatInstance (InputOnly) MRO 137

8001:... Hearbeat Size {Input Only) MRO 0 Byte
8001.... Advanced Assembly Options M RW 00000 (0)
+- 9000:0 Slave Info (Box 1) RO =43 <
+- 9001:0 10 Assembly 1 Info RO =12 <

You need

 the IP address of the slave (see Creating an EtherNet/IP slave [»_15])
+ the “Assembly Instance” numbers (see Settings tab)

+ the number of data (see Settings tab)
+ the “Configuration Instance” number 128 length 0

the “Input Instance” number 129 length 12
* the “Output Instance”-number 130 length 12

The instance numbers are always the same. An export of the EDS file only contains the instance numbers.
The number of data still has to be entered.

The EtherNet/IP device (slave) can be integrated via a “generic node” structure or via the EDS file.
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5.4.1 Sample for Rockwell CPUs

1. Under “Ethernet”, “New Module...”, select “Generic Ethernet Module”.

o B000 - TEST i 69 1L32E

File Edit ¥iew Search Logic Communications Tools Window Help

Blsa| 2 x|n|e] o] =] KnlalF viw alal

Offline 0. FBuN = E ra oo L
No Forces ),SFBK i | I J_g
NnEm_;%E?sz K1 R =0 20 R e B Rd Rea K
ebtictiris 1 " ,J..I_’;J\f_d@[n_es ATT X TimeriCourie e
-1 5] Conktroller TEST
Controller Tags

(3 Controller Fault Handler

=455 Motion Groups
(3 ungrouped Axes
1 Trends
= £ Data Types
(i User-Defined
w L Strings
&Ly Predefined
Cj Module-Defined
=54 1f0 Configuration
=l Backplane, CompactLogix System
i A 1769-L32€ TEST
= 4 1769-L32E Ethemnet Port LocalENg

3=
i) Compacts | 4 New Mode. . i
ﬂ Paste Chrl4Y

2. Enter the IP address from object 0x8000:21.
3. Enter 129, for Input Instance.

4. Enter 130, for Output Instance and

5. 128, for Config Instance.
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= The data length is dependent on the Comm format.

Note the properties of the selected Comm format

| Genersl | Confiourmon

Eharflel, 17 Serva Corfiguration

Index. PMarrs

= 3000 Sawe Settrgs (Bac 3
HOOD  Seve Numbsr
SOE0D0  Peoduc My
B0 Dwvice Type
HOODS Ve D
BO0006  Pandost Code
S0LT  Flevson
BOD0E  Secsl Murber
003 MAC Addwas
{OE0Y 1P Addesm
B0  Matwork Mask
BOO03T  Gaiwmay Addwss
BEOH  DHTP Mo Retres
B0 TCPAPTIL
S003  TCPAP UDA Ol
B03T  TCRAP TCP Timecut
BOODZE MobiCast TTL
00039 MukCant UDP Ot
BO00-3A  Forward Claalin PL
BOIDZR  Advanced Save Opbors

= g ) Bamreily 1 Setivga
B0 Amenbly Rumber
EO01L2  Corfiquestion indtance
SO100  Conbgueyion Soe
BOOI0d  ingut iratance (To0)
BO0105  inpul Soe (T-20)
S001.06  Duipul iwtwnce [0-3T)
BOILT  Output Soe0T)

BO0108  blesrient instance (Laten Cnk)
S00109  Hewtbeal Soe (st Onky)
EO0I Ok Eheaineal ratance (opat Onkd

EDD1-DB  blaaribent Soe (npat Dnk

EOIIC  Advanond Aapesbiy Dotors

= 90000 Save Inf [Bexc 7]
s 04 ) Famersily | Infn

ek
:‘]‘ Fow Madule
10003 3 ]
: e
fex 3 [Emarbig AP Sawe)
BONE 12 By
006C 6] —
TFFE 127 Harme:
1 D
100000000 )
12 00013 00 b6 B0
12HET - -
[T1T] -\\_ Comm Formak [Data - IHT
a0
;EB &P
TRUE
300 Eecnnds
1
FALSE ¥ OpenModue Properies
FALSE
0000 0}

ETHEAMETMODULE Ganenic Efminet Mol

[ TrenCAT_Ethaibio_Stwe

A 192.168.1.1
i Heat Hams:

E-bil]

In the above sample the Comm format INT was selected, which means the number of data from objects
0x8001:05 and 0x8001:07 have to be divided by 2, since in TwinCAT they are specified in bytes and in

the RSLogix in word length (INT).

An odd number of bytes must be rounded up. This also applies even if the Comm format is set to DINT, in
which case you must round up to the next whole number.

System limitations
In the case of Multicast, pay attention to the high network loads that this causes, especially

in systems with many or short cycle times. A high network load may possibly impair com-
Note munication.
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6 Properties

6.1 Virtual slave

Using the TF6280, up to eight slaves can be parameterized with a physical interface. In this case a virtual
MAC address is formed for each virtual slave device, so that up to eight EtherNet/IP slaves can be operated
on a PC via an Ethernet interface.

The advantage is that this option enables convenient connection of eight EtherNet/IP controllers and
limitations in the bus communication with the slave can be bypassed without using additional hardware.

This feature can be used, for sample, for exchanging large data quantities with an EtherNet/IP master or for
connecting with several EtherNet/IP masters in different subnets.

Create an additional box in the TwinCAT system configuration and proceed in the same way as for the
configuration of a real slave.

Unique MAC address
If the virtual MAC address is assigned manually, ensure that it is truly unique in your net-

work.

Note
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6.2 TF6280 - Configuration parameters
6.2.1 Index 0x8000 Slave Settings
Index Name Meaning
8000:0 |Slave Settings
8000:1 |Slave Number Slave Box ID
8000:3 |Product Name Name of the device
8000:4 |Device Type Device type
8000:5 |Vendor ID Vendor number
8000:6 |Product Code Product code
8000:7 |Revision Version
8000:8 |Serial Number Serial number (see object 0x9000)
8000:20 |MAC Address MAC address (see object 0x9000)
8000:21 |IP Address IP address
* 0.0.0.0: Will be assigned dynamically by the DHCP service
* 255.255.255.255: The operating system address is used
Otherwise: statically assigned IP address
8000:22 |Network Mask Subnet mask
* 0.0.0.0: Will be assigned dynamically by the DHCP service
Otherwise: statically assigned subnet mask
8000:23 |Gateway address Gateway address
* 0.0.0.0: Will be assigned dynamically by the DHCP service
Otherwise: statically assigned gateway address
8000:24 |DHCP Max Retries 0: Continuous repetition of the DHCP addressing attempts.
(Currently only this mode is implemented, as of: 10-2016)
8000:25 |TCP/IP TTL “Time to live” — value for unicast TCP/UDP communication
8000:26 |TCP/IP UDP Checksum Checksum function (Unicast):
* 0: UDP checksum disabled.
» 1: UDP checksum enabled
8000:27 |TCP/IP TCP Timeout Time switch for inactive TCP connection in seconds
» 0: Time switch disabled
8000:28 |Multicast TTL “Time to live” value for multicast UDP communication
8000:29 |Multicast UDP Checksum function (Multicast):
checksum + 0: UDP checksum disabled
e 1: UDP checksum enabled
8000:2A |Forward Class3 to PLC |Message forwarding to the PLC
(Currently not implemented, as of: 10-2016)
8000:2B |Advanced slave options |“Store Category” parameter

» Bit9=Cat2,
- Bit8=Cat1
see Writing the IP address from the PLC [P 19]
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6.2.2 Index 0x8001 10 Assembly Settings
Index Name Meaning
8001:0 |IO Assembly Settings
8001:1  |Assembly Number Assembly Id
8001:1 |Configuration Instance Configuration instance
8001:3 |Configuration Size Configuration size (always 0)
8001:4 |Input Instance (T->0) Link point for input values

(T->0: Target->Originator)
8001:5 |Input Size (T->0) Size of the input values (in bytes)
8001:6 |Output Instance (O->T) Link point for output values

(O->T, Originator->Target)
8001:7 |Output Size (O-T) Size of the output values (in bytes)
8001:8 |Heartbeat Instance (Listen Only)* |Heartbeat link point (only for monitoring connections)
8001:9 |Heartbeat Size (Listen Only)* always 0
8001:A |Heartbeat Instance (Input Only)** |Heartbeat link point (only for input connections)
8001:B |Heartbeat Size (Input Only)** always 0
8001:C |Advanced Assembly Options Bit 14: 0x4000 hex

* 0 = default

» 1 =disables the link between “ConnCtrl“ and
"ConnState” for the EtherNet/IP 10 connection

The other bits are always set to 0 (reserved)

* Heartbeat Instance (Listen Only): Enables monitoring of the input data (output data for TF6280) if a
connection exists. The "Listen Only" connection is also terminated when the normal connection is
terminated.

** Heartbeat Instance (Input Only): Enables reading of the input data (output data for TF6280). This
connection is independent of the actual communication.

The heartbeat is necessary for the monitoring of both connection types (Listen Only and Input Only).

6.2.3

The current valid settings are displayed here; these can differ from the object 0x8000. The object 0x9000

Index 0x9000 Slave Info

displays the active parameters.

6.2.4

Index 0x9001 10 Assembly Info

The current valid assembly settings are displayed here; these can differ from the object 0x8001. The object
0x9001 displays the active parameters.

EtherNet/IP Slave

Version: 1.0
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7 Diagnostic history

The diagnostics history is a tool for monitoring the status of the EtherNet/IP interface and displaying the
diagnostic messages with timestamps in plain text.

In addition, information / errors that occurred in the past are logged, in order to enable precise
troubleshooting at a later stage. This also applies for errors that only occurred for such a short time that any

corresponding messages were not visible.

The diagnostic history is part of the TwinCAT system, where it can be found under Devices, EtherNet/IP in
the “Diag History” tab.

General | Adapter | Protocol | Sync Task | Diag History | DPRAM (Onling)|
| P ¥ | I

- | Auto Update - T
Update History Ack Messages Export Diag History Advanced...

Only new Messages

Type Fla.. Timestamp Message

30 Version: 1.0 EtherNet/IP Slave



BEGKHOFF Diagnostic history

71 Error codes TF6280

Error Code Description Remedy/meaning
hex /
(decimal)
CN_ORC_ALREADY_USED 0x100/  |Connection already | The connection is already
(256) in use established; use another connection

or close this one

CN_ORC_BAD_TRANSPORT 0x103/ |Transport type not |The transport type is not supported
(259) supported

CN_ORC_OWNER_CONFLICT |0x106/ |More than one guy |A connection already exists; a further

(262) configuring connection cannot be established
CN_ORC_BAD_CONNECTION |0x107/ |Trying to close Faulty connection
(263) inactive conn
CN_ORC_BAD_CONN_TYPE 0x108 /  |Unsupported The Connection type is not
(264) connection type supported, check your settings.
CN_ORC_BAD_CONN_SIZE 0x109/ |Connection size The connection size does not match,
(265) mismatch check your settings.
CN_ORC_CONN_UNCONFIGUR |0x110/ |Connection Connection was not configured
ED (272) unconfigured
CN_ORC_BAD_RPI 0x111/ |Unsupportable RPI |The task time usually doesn't match;
(273) make sure that the EL6652 operates

internally with 1 ms and that you can
adjust this with the Cycle Time
Multiplier. Otherwise adjust the task

time.
CN_ORC_NO_CM_RESOURCES|0x113/ |Conn Mgr out of No further resources are available
(275) connections
CN_ORC_BAD_VENDOR_PROD |0x114/ |Mismatch in Wrong vendor number
UCT (276) electronic key
CN_ORC_BAD_DEVICE_TYPE |0x115/ |Mismatch in Wrong device type
(277) electronic key
CN_ORC_BAD_REVISION 0x116/ |Mismatch in Wrong revision number
(278) electronic key
CN_ORC_BAD_CONN_POINT |0x117/ |Non-existent Wrong connection number
(279) instance number
CN_ORC_BAD_CONFIGURATIO |0x118 /  |Bad config instance |Faulty configuration
N (280) number
CN_ORC_CONN_REQ_FAILS 0x119/ |No controlling Connection could not be established
(281) connection open
CN_ORC_NO_APP_RESOURCE |0x11A/ |App out of No more free connections available.
S (282) connections

If you cannot fix this error yourself, Support will require the following information:
» TwinCAT version and build number and a
* Wireshark recording

Prepare Wireshark recording

The Wireshark recording can be created with a network hub, a network switch with port mirroring, e.g. the
Beckhoff ET2000, or with the “Promiscuous Mode” of the TwinCAT system.
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General | Adapter |Pmmccl | Sync Task | Diag Hismryl DPRAM {Online}|

(@ Network Adapter

(@ 05 (NDIS) ]=le () DPRAM
Description: LAN-Werbindung (Intel(R) Ethernet Connection 1218-LM - VirtualBox Bric
Device Name: \DEVICE\{C706CD25-DCCF-42A7-B4E7-81D7EBEEDITS)
PCl Bus/Slot [ Search... |
MAC Address: ec 4 bb 1f 7e 83 | Compatible Devices... |
IP Address: 169.254.254.51 (255.255.0.0)

Promiscuous Mode (use with Wireshark only)
[ | Virtual Device Names

() Adapter Reference
Adapter; -

Freerun Cycle (ms): 4

Al
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