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1 Foreword

1.1 Notes on the documentation

Intended audience

This description is only intended for the use of trained specialists in control and automation engineering who
are familiar with the applicable national standards.

It is essential that the following notes and explanations are followed when installing and commissioning
these components.

The responsible staff must ensure that the application or use of the products described satisfy all the
requirements for safety, including all the relevant laws, regulations, guidelines and standards.

Origin of the document

This documentation was originally written in German. All other languages are derived from the German
original.

Currentness

Please check whether you are using the current and valid version of this document. The current version can
be downloaded from the Beckhoff homepage at http://www.beckhoff.com/english/download/twinsafe.htm.
In case of doubt, please contact Technical Support [>_105].

Product features

Only the product features specified in the current user documentation are valid. Further information given on
the product pages of the Beckhoff homepage, in emails or in other publications is not authoritative.

Disclaimer

The documentation has been prepared with care. The products described are subject to cyclical revision. For
that reason the documentation is not in every case checked for consistency with performance data,
standards or other characteristics. We reserve the right to revise and change the documentation at any time
and without prior announcement. No claims for the modification of products that have already been supplied
may be made on the basis of the data, diagrams and descriptions in this documentation.

Trademarks

Beckhoff®, TwinCAT®, EtherCAT®, Safety over EtherCAT®, TWinSAFE®, XFC® and XTS® are registered
trademarks of and licensed by Beckhoff Automation GmbH.

Other designations used in this publication may be trademarks whose use by third parties for their own
purposes could violate the rights of the owners.

Patent Pending

The EtherCAT Technology is covered, including but not limited to the following patent applications and
patents: EP1590927, EP1789857, DE102004044764, DE102007017835 with corresponding applications or
registrations in various other countries.

The TwinCAT Technology is covered, including but not limited to the following patent applications and
patents: EP0851348, US6167425 with corresponding applications or registrations in various other countries.

EJ6910 Version: 1.7.0 5


http://www.beckhoff.com/english/download/twinsafe.htm

Foreword BEGKHUFF

EtherCAT.

EtherCAT® is registered trademark and patented technology, licensed by Beckhoff Automation GmbH,
Germany

Copyright

© Beckhoff Automation GmbH & Co. KG, Germany.

The reproduction, distribution and utilization of this document as well as the communication of its contents to
others without express authorization are prohibited.

Offenders will be held liable for the payment of damages. All rights reserved in the event of the grant of a
patent, utility model or design.

Delivery conditions

In addition, the general delivery conditions of the company Beckhoff Automation GmbH & Co. KG apply.
1.2 Safety instructions

1.21 Delivery state

All the components are supplied in particular hardware and software configurations appropriate for the
application. Modifications to hardware or software configurations other than those described in the
documentation are not permitted, and nullify the liability of Beckhoff Automation GmbH & Co. KG.

1.2.2 Operator's obligation to exercise diligence

The operator must ensure that
» the TwinSAFE products are only used as intended (see chapter Product description);
« the TwinSAFE products are only operated in sound condition and in working order.
» the TwinSAFE products are operated only by suitably qualified and authorized personnel.

+ the personnel is instructed regularly about relevant occupational safety and environmental protection
aspects, and is familiar with the operating instructions and in particular the safety instructions contained
herein.

« the operating instructions are in good condition and complete, and always available for reference at the
location where the TwinSAFE products are used.

» none of the safety and warning notes attached to the TwinSAFE products are removed, and all notes
remain legible.

6 Version: 1.7.0 EJ6910
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1.2.3 Description of safety symbols

In these operating instructions the following symbols are used with an accompanying safety instruction or
note. The safety instructions must be read carefully and followed without fail!

Serious risk of injury!
Failure to follow the safety instructions associated with this symbol directly endangers the

life and health of persons.

DANGER

Risk of injury!
Failure to follow the safety instructions associated with this symbol endangers the life and
health of persons.

WARNING
Personal injuries!
Failure to follow the safety instructions associated with this symbol can lead to injuries to
persons.
CAUTION
' Damage to the environment or devices
. Failure to follow the instructions associated with this symbol can lead to damage to the en-
vironment or equipment.
Attention

Tip or pointer
This symbol indicates information that contributes to better understanding.

Note

EJ6910 Version: 1.7.0 7
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1.3 Documentation issue status
Version [Comment
1.7.0 * Project design limits updated
» Description of new features in TwinCAT 3.1 Build 4022 added
 Description temperature measurement updated
* Intended use added
1.6.0 + Hint and flowchart to Backup/Restore added
* Note to the input and output process image added
+ Description for Sync Manager configuration added
» TwinSAFE SC description updated
1.5.1 » Screenshots User Administration updated
+ State and Diag of TwinSAFE group updated
» Technical data permissible air pressure expanded
1.5.0 » Screenshots updated
* Certificate updated
1.4.0 » Reference to standards updated
» Safety parameters updated
1.3.0 » Description of diagnosis object OXFEAO extended
1.2.0  Description Backup/Restore expanded
 Description TwWinSAFE SC expanded
1.1.0 » Chapters External connections, FB port properties, Parameterization of the alias device,
Variable mapping and Customizing updated
1.0.0 » Migration
0.6.0 * Preliminary (internal only)

Version: 1.7.0 EJ6910
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2 TwinSAFE System Description

2.1 Extension of the Beckhoff I/0O system with safety
functions

The TwinSAFE products from Beckhoff enable convenient expansion of the Beckhoff I/O system with safety
components, and integration of all the cabling for the safety circuit within the existing fieldbus cable. Safe
signals can be mixed with standard signals as required. The transfer of safety-related TwinSAFE telegrams
is handled by the standard controller. Maintenance is simplified significantly thanks to faster diagnosis and
simple replacement of components.

The following basic functionalities are included in the TwinSAFE components:

digital inputs (e.g. EL19xx, EP1908), digital outputs (e.g. EL29xx), drive components (e.g. AX5805) and logic
units (e.g. EL6900, EL6910). For a large number of applications, the complete safety sensor and actuator
technology can be wired on these components. The required logical link of the inputs and the outputs is
handled by the EL69xx. In addition to Boolean operations, the EL6910 now also enables analog operations.

2.2 Safety concept

TwinSAFE: Safety and I/0O technology in one system
» Extension of the familiar Beckhoff I1/0 system with TwWinSAFE components
» Safe and non-safe components can be combined as required
 Logical link of the 1/0s in the EL69xx TwinSAFE logic terminal

+ Suitable for applications up to SIL 3 according to EN 61508:2010 and Cat 4, PL e according to
DIN EN ISO 13849-1:2016-06

» Safety-relevant networking of machines via bus systems

* In the event of an error, all TWInSAFE components always switch to the wattless and therefore safe
state

» No safety requirements for the higher-level standard TwinCAT system

Safety over EtherCAT protocol (FSoE)
+ Transfer of safety-relevant data via any media (“genuine black channel”)

» TwinSAFE communication via fieldbus systems such as EtherCAT, Lightbus, PROFIBUS, PROFINET
or Ethernet

+ |[EC 61508:2010 SIL 3 compliant
* FSoE is IEC standard (IEC 61784-3-12) and ETG standard (ETG.5100)

Fail-safe principle (fail stop)

The basic rule for a safety system such as TwWinSAFE is that failure of a part, a system component or the
overall system must never lead to a dangerous condition. The safe state is always the switched off and
wattless state.

Safe state
For all TwinSAFE components the safe state is always the switched-off, wattless state.
CAUTION

EJ6910 Version: 1.7.0 9
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2.3 EtherCAT plug-in module system (EJ)

Similar to the EtherCAT terminal system, a module strand consists of a Bus Coupler and any desired 1/0O
modules. In contrast to the EtherCAT Terminals, however, the EtherCAT plug-in modules have no spring-
loaded contacts, since the wiring level is outsourced: communication, signal distribution and the supply of
power to the modules takes place via plug connectors on the back side of the modules and the conductive
tracks of the signal distribution board.

The EtherCAT plug-in modules and the plug level for sensors and actuators can be placed flexibly on the
signal distribution board. Signal distribution boards can be user-developed or provided as custom solutions
by Beckhoff Automation GmbH & Co. KG.

66 mm

e
‘g
. 2
W
(]

BECKHOFF
BECKHOFF

55 mm

|-- >

Fig. 1: EtherCAT plug-in module system (EJ)
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3 Product description

3.1 EJ6910 - TwWinSAFE logic module

The TwinSAFE logic EJ module is the link unit between the TwinSAFE input and output modules.

The EJ6910 module meets the requirements of IEC 61508:2010 SIL 3 and DIN EN ISO 13849-1:2016-06
(Cat4, PLe).

' BECKHOFF

[ G e

¥
Fig. 2: EJ6910 - TwinSAFE logic module

3.2 Intended use

Caution - Risk of injury!
TwinSAFE EJ modules may only be used for the purposes described below!

WARNING

The TwinSAFE EJ modules expand the application range of the Beckhoff EtherCAT system by functions that
enable it to be used in the field of machine safety as well. The TwinSAFE EJ modules are designed for
machine safety functions and directly associated to industrial automation tasks. It is therefore approved only
for applications with a defined fail-safe state. This safe state is the wattless state.

The TwinSAFE EJ modules are suitable for operation on an EJ distribution board.

System limits

The TUV-SUD certificate applies to the TwinSAFE EJ modules, the function blocks avail-

able in it, the documentation and the engineering tool. Approved engineering tools are
WARNING | TwinCAT 3.1, TwinSAFE Loader and CODESYS Safety for EtherCAT Safety Module. Any
deviations from these procedures or tools, particularly externally generated xml files for
TwinSAFE import or externally generated automatic project creation procedures, are not
covered by the certificate.

Power supply

An SELV/PELV power supply unit with a voltage limit of U= 36 V¢ on the output side

must be used to supply power for the TwinSAFE EJ modules with 24 V.. Failure to ob-
WARNING | serve this can result in a loss of safety.

EJ6910 Version: 1.7.0 11
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Commissioning test

A

WARNING

Before the TWinSAFE EJ modules can be used for the safety task, the user must carry out
a commissioning test so that sensor and actuator wiring errors can be ruled out.

>

Note the Machinery Directive

The TwinSAFE EJ modules may only be used in machines according to the machinery di-

rective.
CAUTION

Ensure traceability

The buyer has to ensure the traceability of the device via the serial number.
CAUTION

3.3 Safety parameters

Key figures EJ6910
Lifetime [a] 20
Prooftest Interval [a] not required "
PFHp 1.81E-09
%SIL3 of PFH, 1.81%
PFD,,, 2.56E-05
%SIL3 of PFD,,, 2.56%
MTTF, high

DC high
Performance level PLe
Category 4

HFT 1
Element classification ? Type B

1. Special proof tests over the whole service life of the EtherCAT EJ6910 module are not required.
2. Classification according to IEC 61508-2:2010 (see chapters 7.4.4.1.2 and 7.4.4.1.3)

The EtherCAT EJ6910 module can be used for safety-related applications as defined in
IEC 61508:2010 up to SIL3 and DIN EN ISO 13849-1:2016-06 up to Cat 4, PL e.

For the calculation or estimation of the MTTF, value from the PFH, value, further information can be found in
the TwinSAFE application manual or in DIN EN ISO 13849-1:2016-06 Table K.1.

12
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3.4 Technical data

Product designation EJ6910
Number of inputs 0
Number of outputs 0

Status display

4 diagnostic LEDs

Minimum/maximum cycle time

approx. 1 ms / according the project size

Error reaction time

< watchdog times

Watchdog time

Min. 2 ms, max. 60000 ms

Input process image

Dynamic, according to the TwinSAFE configuration in TwinCAT 3

Output process image

Dynamic, according to the TwinSAFE configuration in TwinCAT 3

Supply voltage (SELV/PELV)

24 Vy (—15%/+20%)

Current consumption

approx. 222 mA

Power dissipation of the terminal typically 1 W
Dimensions (W x H x D) 12mm x 66mm x 55mm
Weight approx. 27 g

Permissible ambient temperature (operation)

-25°C to +565°C

Permissible ambient temperature (transport/storage)

-40°C to +70°C

Permissible air humidity

5% to 95%, non-condensing

Permissible air pressure (operation/storage/transport)

750 hPa to 1100 hPa
(this corresponds to a height of approx. -690 m to 2450 m over
sea level assuming an international standard atmosphere)

Climate category according to EN 60721-3-3

3K3

(the deviation from 3K3 is possible only with optimal environmen-
tal conditions and also applies only to the technical data which
are specified differently in this documentation)

Permissible level of contamination according to EN 60664-1

level of contamination 2 (comply with the chapter Maintenance
[»103])

Impermissible operating conditions

TwinSAFE EJ modules must not be used under the following
conditions:

+ under the influence of ionizing radiation (that exceeds the
level of the natural environmental radiation)

* in corrosive environments

+ in an environment that leads to unacceptable soiling of
the Bus Terminal

Vibration/shock resistance

conforms to EN 60068-2-6 / EN 60068-2-27

EMC immunity/emission

conforms to EN 61000-6-2 / EN 61000-6-4

Shocks

15 g with pulse duration 11 ms in all three axes

Protection class

IP20

Permitted operating environment

control cabinet or terminal box with minimum protection class
IP54 according to IEC 60529

Permissible installation position

see chapter [nstallation position and minimum distances [»_16]

Approvals

CE, TUV SUD

EJ6910 Version: 1.7.0 13
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3.5 Dimensions

66 mm

le mmJ

Fig. 3: EJ6910 - dimensions

.= 55 mm »

Width: 12 mm
Height: 66 mm
Depth: 55 mm

14 Version: 1.7.0 EJ6910
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4 Operation

4.1 Environmental conditions

Please ensure that the TwWinSAFE components are only transported, stored and operated under the specified
conditions (see technical data)!

Risk of injury!
The TwinSAFE components must not be used under the following operating conditions.
+ under the influence of ionizing radiation (that exceeds the level of the natural environ-

WARNING mental radiation)
* in corrosive environments
* in an environment that leads to unacceptable soiling of the TwWinSAFE component
' Electromagnetic compatibility
. The TwinSAFE components comply with the current standards on electromagnetic compat-

ibility with regard to spurious radiation and immunity to interference in particular.

Attention | However, in cases where devices such as mobile phones, radio equipment, transmitters or
high-frequency systems that exceed the interference emissions limits specified in the stan-
dards are operated near TwinSAFE components, the function of the TwinSAFE compo-
nents may be impaired.

4.2 Installation

421 Safety instructions

Before installing and commissioning the TwinSAFE components please read the safety instructions in the
foreword of this documentation.

4.2.2 Transport / storage

Use the original packaging in which the components were delivered for transporting and storing the
TwinSAFE components.

Note the specified environmental conditions
Please ensure that the digital TWinSAFE components are only transported and stored un-

der the specified environmental conditions (see technical data).

CAUTION

4.2.3 Mechanical installation

Risk of injury!
Bring the bus system into a safe, de-energized state before starting installation, disassem-
bly or wiring of the devices!

DANGER

4231 Control cabinet / terminal box

The TwinSAFE EJ modules must be installed in a control cabinet or terminal box with IP54 protection class
according to IEC 60529 as a minimum.

EJ6910 Version: 1.7.0 15
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4.2.3.2 Installation position and minimum distances

For the prescribed installation position the backplane is mounted horizontally (EJ plug connector vertical),
and the connection surfaces of the EJ modules face forward (see diagram below). The EJ modules are
ventilated from below, which enables optimum cooling of the electronics through convection. The direction
indication “down” corresponds to the direction of positive acceleration due to gravity.

EJ Backplane PCB 2222 E
[Tx}
o

EJ1100 EJOCE | ERCOCK | EJKKKNK EJMXXX EJXOCK

20 mm 20 mm

Fig. 4: Installation position and minimum distances

In order to ensure optimum convection cooling, the distances to neighboring devices and to control cabinet
walls must not be smaller than those shown in the diagram.

4.2.3.3 Temperature measurement

The temperature measurement consists of an EJ1100 EtherCAT coupler, to which EJ modules are attached,
based on the typical distribution of digital and analog signal types at a machine. On the EJ6910 a safety
project is active, which reads safe inputs and enables safe outputs during the measurement.

m External heat sources / radiant heat / impaired convection

The maximum permissible ambient temperature of 55°C was checked with the sample con-
figuration described above. Impaired convection; an unfavorable location near heat sources
Note or an unfavorable configuration of the EtherCAT EJ modules may result in overheating of
the modules.

The key parameter is always the maximum permitted internally measured temperature of

110°C, above which the TwinSAFE components switch to safe state and report an error.
The internal temperature can be read from the TWinSAFE components via CoE.

16 Version: 1.7.0 EJ6910
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424 Electrical installation

Risk of injury!
Bring the bus system into a safe, de-energized state before starting installation, disassem-
bly or wiring of the devices!

DANGER

4241 Connections between EJ modules

The electrical connections between the EJ Bus Coupler and EJ modules are realized automatically by
plugging the components into the EJ backplane.

Note the maximum E-bus current!
Observe the maximum current that your EJ Bus Coupler can supply to the E-bus! Use the

EJ9400 power supply module if the current consumption of your modules exceeds the max-
Note imum current your EJ Bus Coupler can provide.

4.2.4.2 Overvoltage protection

If protection against overvoltage is necessary in your plant, provide a surge filter for the voltage supply to the
Bus Terminal blocks and the TwinSAFE EJ modules.

4.3 Configuration of the EJ6910 in TwinCAT

Do not change CoE objects!
Do not change any of the CoE objects in the TwWinSAFE EJ modules. Changes in the CoE

objects (e.g. via the System Manager or TwinCAT 3) permanently switch the TwinSAFE EJ
CAUTION | modules to the Fail-Stop state or lead to unexpected behavior of the modules!

4.3.1 Configuration requirements

Configuration of the TwinCAT Safety PLC requires TwinCAT automation software version 3.1 build 4020 or
higher. The current version is available for download from the Beckhoff website at www.beckhoff.de.

TwinCAT support
The TwinCAT Safety PLC cannot be used under TwinCAT 2.

Note

43.2 Adding an EJ6910

The EJ6910 TwinSAFE logic module is added in the same way as any other EtherCAT device. Open Safety
Terminals in the list, then select the EJ6910 module.

EJ6910 Version: 1.7.0 17
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Add EtherCAT device at port B (E-Bus) of Term 12 (E11100) @
Search: M ame: Tem 13 Fuiltiple: 1 = [ 0k ]
Type: -8 Analog Input Terminals }FC (EL3kex) - [ Cancel ]
Analog Input Modules [Ekd Juem]
Analog Output Terminals [EL4wxs] Part
i Analog Ouput Terminals #FC [ELdwms]
-- # Measuning Teminals [ELSxxx) A
§  Communication Temminals [ELBxxx)
- Dirive and Axiz Terminals [ELTxwx) >
J Drrive and Asxiz Modules [Eb Faxs i
# Spstem Temminals @ B [E-Bus]
i Customer specific Temminals )
EH Syztemn Couplers [Fast Hot Connect] # E{éEéhl_?'??Et]
=] S afety Terminals
B ELRIN0, TwinSAFE PLC
M4 ELEI30, TwinSAFE PLC =
- EL1904, 4 Ch. Safety Input 24%, TwinSAFE
- EL2904, 4 Ch. Safety Output 24, 058, TwinSAFE
.j ABBO05 [Safety Drive Option)
M 2RA06 [Safety Drive Option)
-4 EJ1908. 8 Ch. Safety Input 24V, TwinSAFE
M4 EJ1957, 8 Ch. Safety Input, 4 Ch. Safety Dutput, 24, Twi
- EJ2908, 8 Ch. Safety Output 24%, 0,54, TwinSAFE
=il E B9, TwinSAFE PLC
M ELEIN0, TwinSAFE PLC
- EJ Teminals IE.)wmes] i
[ Extended Infarmation [7] Show Hidden Devices Shaw Sub Groups
Fig. 5: TwinCAT - adding an EJ6910
Size of the process image
The process image of the EJ6910 TwinSAFE logic module is adjusted dynamically, accord-
Not ing to TWinSAFE configuration created in TwinCAT 3.
ote

18
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43.3

Address setting on the TwinSAFE EJ modules with 1023
possible addresses

Fig. 6: Address setting on TwinSAFE EJ modules with 1023 possible addresses

Use the 10-way DIP switch on the left of a TwinSAFE EJ module to set the TwinSAFE address of the
module. TwWinSAFE addresses between 1 and 1023 are available.

Address

1 2 3 4 5 6 7 8 9 10

ON |OFF |OFF |OFF |OFF |OFF |OFF |OFF |OFF |OFF |1

OFF |ON |OFF |OFF |OFF |OFF |OFF |OFF |OFF |OFF |2

ON |ON |OFF |OFF |OFF |OFF |OFF |OFF |OFF |OFF 3

OFF |OFF |ON |OFF |OFF |OFF |OFF |OFF |OFF |OFF |4

ON |OFF |ON |OFF |OFF |OFF |OFF |OFF |OFF |OFF 5

OFF |ON |ON |OFF |OFF |OFF |OFF |OFF |OFF |OFF 6

ON |ON |ON |OFF |OFF |OFF |OFF |OFF |OFF |OFF |7

ON ON ON ON ON ON [ON [ON |ON |ON  [1023

A

WARNING

TwinSAFE address

Each TwinSAFE address may only be used once within a network / a configuration!
The address 0 is not a valid TwWinSAFE address!

EJ6910

Version: 1.7.0 19
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4.3.4 Creating a safety project in TwinCAT 3

4.3.41 Add new item

In TwinCAT 3 a new project can be created via Add New Iltem... in the context menu of the Safety node.

] Solution 'TwinSAFE-Example' (1 project)
4 ol TwinSAFE-Example

b @l SYSTEM
MOTION
‘O Add New Item... Ins
4 F VO 1 Add Existing Item... Shift+Alt+A
'ﬂ% Devices

ﬁ:l Mappings
Fig. 7: Creating a safety project - Add New Item

The project name and the directory can be freely selected.

T ™
Add New [tem - TwinSAFE-Example |2 [

4 Installed Sort by: Default -| i Search Installed Templates (Ctrl+E) @ ~
TwinCAT Safety Project : : :

i sty Proje @ TwinCAT Default Safety Project  TwinCAT Safety Project ~ 1YP€: TwinCAT Safety Project
I Online Creates a new default safety project.

@ TwinCAT Empty Safety Project TwinCAT Safety Project

Mame: Safety_project 1

Location:  c\TwinSAFE-Exampleh |' Add I[ Cancel

I A

Fig. 8: Creating a safety project - project name and directory

4.3.4.2 TwinCAT Safety Project Wizard

In the TwinCAT Safety Project wizard you can then select the target system, the programming language, the
author and the internal project name. Select the setting Hardware Safety PLC as the target system and the
graphical editor as the programming language. The author and the internal project name can be freely
selected by the user.
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TwinCAT Safety Project Wizard E
p, |
S 7
=i =

k
Target System [Hardware Safety PLC "]
Programming Language [Graphical Editor ']
Author Safety User 1
Internal Project Name Safety Project 1

Ok l [ Cancel

Fig. 9: TwinCAT Safety Project Wizard

4.3.4.3 Target System

Once the project has been created with the project wizard, the safety project can be assigned to the physical
TwinSAFE module EJ6910 by selecting the Target System node.

4 SAFETY
4 Safety_Project_1
F @ Safety Project_ 1 Project
#8 Target System |
4 2% TwinsafeGroupl
b ad Alias Devices

TwinSafeGroupl.sal
Safety_Project 1 Instance

Fig. 10: Selecting the Target System node

Set the target system to EJ6910 via the drop-down list and link it with the EJ6910 module via the Link button

~3

next to Physical Device. If online ADS access to the terminal is possible, the software version, serial
number, online project CRC and hardware address (DIP switch) are automatically read from the module. The
DIP switch address must match the Safe Address set by the user.
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Target System

Configuration: | M/

User Adrministration

Platfarm: | MAS

Backup/Restare

Linking of target system and TwinSAFE module

4.3.4.4 Alias devices

Target System:

FPhysical Device:

Software Verzion:
Serial Mumnber:

Froject CRC:
Map Senal Mumber:

Wergion Mumber:
Safe Address:
Dip-Switch:

Terminal Yiews:

AmsMetld:
AmzPork:

|EJBS10 -

Term 13 [EJES10)

Device iz an external device

niot available
niot available

ot available
[F Map Project CRC: [F

6 &
260

not available

O
ot INNNNREEND

17217423621
11

Bl

The communication between the safety logic and the 1/O level is realized via an alias level. At this alias level
(subnode Alias Devices) corresponding alias devices are created for all safe inputs and outputs, and also for
standard signal types. For the safe inputs and outputs, this can be done automatically via the I/O

configuration.

The connection- and device-specific parameters are set via the alias devices.

4 SAFETY
F SafetyProject
4 SafetyProject Project
#8 Target System

4 i Twin5afeGroupl

mE Error. Add
Termr Scope to This
HE Termr

Mew Solution Explorer View
TwinSaf
P A TwinSafeGn

@ SafetyProject Ir Imnport Alias-Device(s)

Fig. 11: Starting the automatic import from the I/O configuration

Add multiple standard variables

If the automatic import is started from the 1/0O configuration, a selection dialog opens, in which the individual

terminals, which are to be imported, are selected.
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Select from 170 tree @

4  Device L (EtherCAT)
4 Term 3 (EK1100)
4 Term 5 (EL2904)
Maodule 1 (FSOES)
4 Term 7 (EL1904)
Maodule 1 (FSOES)

Select All || Select None ok || cancel

Fig. 12: Selection from the 1/O tree

The alias devices are created in the safety project when the dialog is closed via OK.

Alternatively, the user can create the alias devices individually. To this end select Add and New item from
the context menu, followed by the required device.

Add New ltem - SafetyProject [~ 8- mE3al
| 4 Installed | Sort by: Default | &5t Search Installed Templates (Ctrl+E) O -
Standard : 2
. i” a ﬁ 4 digital inputs Safety  T1ype: Safety
? EI::h o Alias device for 4 digital inputs on
d Elesn : o EtherCAT.
Beckhoff Autemation GmbH @ 4 digital outputs Safety
KBus 3 o
PROFlsafe w & digital inputs Safety
4 » i SR -
w 2 digital inputs and 2 digital outputs Safety
P Online :
@ AX 5805 Drive Option Card (1 axis, up to FW 4] Safety
@ AX 5805 Drive Option Card (2 axes, up to FW 4] Safety
@ AX 5805 Drive Option Card (1 axis, FW 5) Safety
@ AX 5805 Drive Option Card (2 axes, FW 5) Safety
@ EK1960 (Compact Controller) Safety
@ 000001390 - TSC (EL5021-0090) Safety
MName: 4 digital inputs_1.sds Add I [ Cancel

Fig. 13: Creating alias devices by the user

4.3.45 Parameterization of the alias device

The settings can be opened by double-clicking on the alias device in the safety project structure.
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4 [ saFeTy

rl Safety_Project_1

F Safety_Project_1 Project
#8 Target System
4 % TwinSafeGroupl

4 |47 Alias Devices
Bl ErrorAcknowledgement.sds

K

Term 5 (EL2904) - Module 1 (FSOES).sds

Term 7 (EL1904) - Module 1 (FSOES).sds |

@ Twin5afeGroupl.sal
@ Safety_Project_1 Instance

Fig. 14: Alias device in the safety project structure

The Linking tab contains the FSoE address, the checkbox for setting as External Device and the link to the
physical I/O device. If an ADS online connection to the physical I/O device exists, the DIP switch setting is

displayed. Re-reading of the setting can be started via the button =1 . The links to the EL6910/EJ6910
process image are displayed under Full Name (input) and Full Name (output).

Linking | Connection | Safety Parameters I Process Image |

FSoE Address:
Phyzical Device:
Dip Switch:

Full Mame (input):
Full Mame (output):

5

TIID"Device 1 (EtherCAT)"Term 3 (EK1100)"Term 7 (EL1804)*M

5

Device iz an external device: |:|

TID"Device 1 (EtherCAT) Term 3 (EK11007 Term 4 (ELGS10)Cy
TID"Device 1 (EtherCAT) Term 3 (EK1100) Term 4 (ELGS10)"Cs

Fig. 15: Links to the EL6910/EJ6910 process image

The Connection tab shows the connection-specific parameters.

Linking | Connection | Safety Parameters | Process Image |

Connection Settings Connection Variables

Conn-No: 2 COM ERR Ack

Conn-ld: 3

Info Data
Mode: FSoE master v] [C] Map State [C] Map Inputs
[C] Map Dia [C] Map Outputs

Watchdog: 100 piag P P

[] Module Fault (Fail Safe Data) is COM ERR
Fig. 16: Connection-specific parameters
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Parameter Description User inter-
action re-
quired

Conn. no. |Connection number - automatically assigned by the TwinCAT system No

Conn. ID |Connection ID: preallocated by the system, but can be changed by the user. A Control
Conn ID must be unique within a configuration. Duplicate connection IDs result in
an error message.

Mode FSoE master: The EL6910/EJ6910 is FSoE master for this device. Control
FSoE slave: The EL6910/EJ6910 is FSoE slave for this device.

Watchdog |Watchdog time for this connection. A ComError is generated, if the device fails to |Yes
return a valid telegram to the EL6910/EJ6910 within the watchdog time.

Module This checkbox is used to specify the behavior in the event of an error. If the Yes

Fault is checkbox is ticked and a module error occurs on the alias device, this also leads

ComError |to a connection error and therefore to switching off the TwinSAFE group, in which
this connection is defined.

ComErrAck |If ComErrAck is linked with a variable, the connection must be reset via this signal |Yes
in the event of a communication error.

Info data  |The info data to be shown in the process image of the EL6910/EJ6910 can be Yes
defined via these checkboxes. Further information can be found in the
documentation TwinCAT function blocks for TwinSAFE logic terminals.

The EL6910/EJ6910 support the activation of an ComErrAck at each connection. If this connection is linked
after a communication disturbance in addition to the ErrAck of the TwinSAFE group also the respective

~a
connection has to be set back via the ComErrAck signal. This signal is linked via the button E] next to the
COM ERR Ack. Via the following dialog the user can select an alias device. The signal can be cleared via
the clear button within the Map to dialog.

Map to

=
4 Safety Project 1 Standard [/Os
4 G| TwinSafeGroupl Local group
4 Alias Devices [C] Other groups
4 ComErrAck - Connection 1
Usage

4 Channel 1

o in

@ Unused only
) Uzed and unused

Direction
In
Ot
Clear QK | [ Cancel

Fig. 17: Selecting an alias device

The safety parameters matching the device are displayed under the Safety Parameters tab. They have to be
set correctly to match the required performance level. Further information can be found in the TwinSAFE
application manual.

EJ6910

Version: 1.7.0
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| Linking | Connection | Safety Parameters | Process Image |

Index Mame Yalue Linit
4 30000 F3 Operating Mode =<

2000:01 Operating Mode digital ()
4 230010 FS Sensor Test =ha

8001:01 Sensor test Channel 1active TRLUE (1)
ao01:02 Sensor test Channel 2 active  TRLUE (1)
a2001:03 Sensor test Channel 3 active  TRUE (1)
3001:04 Sensor test Channel 4 actve TRLUE (1)

4 3002:0 F3 Logic of Input pairs =he
200201 Logic of Channel 1and 2 gingle logic ch..
3002:03 Logic of Channel 3 and 4 single logic ch...
Edit

Fig. 18: Safety parameters of the device

4.3.4.6 Connection to AX5805/AX5806

There are separate dialogs for linking an AX5805 or AX5806 TwinSAFE Drive option card, which can be
used to set the safety functions of the AX5000 safety drive options.

Creating and opening of an alias device for an AX5805 results in five tabs; the Linking, Connection and
Safety Parameters tabs are identical to other alias devices.

Drive Option Card -...(2 axes, FW 5} 1.sds = X -

Linking | Connection | Safety Parameters | General AX5805 Settings | Process Image |
FSoE Address: 1 Linking Mode:

Physical Device: TID"Device 1 (EtherCAT)"Drive 5 (AX5206-0000-0203) " Term 6,
Dip Switch: na.

Full Mame (inpuf):  TID"Device 1 (EtherCAT)*Term 1 (EK1100)"Term 2 (ELEZ00)™C

Full Mame (output): TID"Device 1 (EtherCAT) " Term 1 (EK11001 " Term 2 (ELGI00)"C

Fig. 19: AX5000 safety drive functions

The General AX5805 Settings tab can be used to set the motor string and the SMS and SMA functions for
one or two axes, depending on the added alias device.
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Drive Option Card -...(2 axes, FW 3] 1.sds & X -
| Linking | Connection | Safety F'arameters| General AX5305 Settings | Process Image
Axis
Motor String: AME0271-xD0x
Maximum Values: [ SMS l [ SMA
Axis2
Motor String: AMBED23-0F0
Maximum Values: | SMS | | sma
Fig. 20: AX5000 safety drive options - general AX5805 settings
The Process Image tab can be used to set the different safety functions for the AX5805.
Drive Option Card -...[2 axes, FW 5} 1.sds ® X *

| Linking I Connection | Safety Parameters | General AXBE05 Settingﬂ Process Image

Inputs
Message Size: [11 Eytes (4 Bytes Safe Data) v]

COutputs
Message Size: [TJ Bytes (4 Bytes Safe Data) -

MName Type Size Position — Mame
Axis 1 5TO BIT 01 0.0
Az 1 S5M(1) BIT 01 01
Axis 1 S5M(2) BIT 01 02
Axis 1 50S(1) BIT 01 0.3

Axis 1 55R(1} BIT 01 0.4

Type Size Position —
Axiz 1 5TO BIT 01 0.0
Axiz 1 331(1) BIT 01 0.1
Axiz 1 332(1) BIT 01 0.2
Axis 1 308(1) BIT 01 0.3
Axiz 1 33R(1) BIT 01 0.4

Axis 1 3DIp BIT 01 0.5 Axiz 1 SDIp BIT 01 0.5
Axiz 1 50In BIT 01 0.6 Axi=s 1 500N BIT 01 0.6
Axiz 1 Error_Ack BIT 01 0.7 Axis 1 Error_Ack BIT 0.1 0.7
= 01 1.0 = 01 1.0
= 01 11 = 01 1.1
= 01 1.2 = 01 12
= 01 13 = 01 1.3
= 0.1 14 = 0.1 1.4
= 01 15 = 01 1.5
= 0.1 1.6 - = 0.1 1.6 -

N4 a7 N4 B |

Fig. 21: AX5000 safety drive options - Process Image

The parameters under the General AX5805 Settings and Process Image tabs are identical to the parameters
under the Safety Parameters tab. Offers user-friendly display and editing of the parameters. The parameters
under the Safety Parameters tab can also be edited.

The parameters for this function can be set by selecting a function in the inputs or outputs and pressing the
Edit button. New safety functions can be added in the process image by selecting an empty field (---) and
pressing Edit.

The parameter list corresponding to the safety function can be shown; in addition, an optional diagram of the
function can be shown. At present the diagram is still static and does not show the currently selected values.

EJ6910 Version: 1.7.0 27



Operation BEGKHOFF

Drive Option Card -...(2 axes, FW 5) 1.sds & X -
| Linking | Connection | Safety Parameters | General AX5805 Settings | Process Image
Inputs
E] Configure /O element(s) -
Message Size: [11 Bytes (4 Bytes Safe Data) vl —
Function: | 0x66ED Axis 1 S5M | Inst s (1 -
Mame Type Size Position - unetien [ nstance -
Axis 1 8TO BIT 0.1 0.0 # | Function Diagram
Axis 1 SSM(1) BIT 01 01
. 1
Axfs Ll S L L S5 ativebed by peram ster
Axis 1 308(1) BIT 01 0.3 .
Axis 1 33R(1) BIT 01 04 t
Axis 1 SDIp EBIT 01 0.5 .
Axiz 1 5DIn BIT 01 0.6
Axis 1 Error_Ack BIT 01 0.7
- 0.1 1.0 nUIL_SSM_2
- t
- 0.1 11 Spesd
- 0.1 12 UL S 1
- 0.1 13 n_LL_SSM_1
- 0.1 14
- 0.1 15
- 01 1.8 - nLL_SSM_2
Edit
b
[ L
SEM_1
Watch1 '
Expression Application P |
SEM_2
4 "t
Watch 1 | Error List| Qutput Index Mame Value Unit
_ 66E2:01  n_UL_SSM 32 Bit 0x000007D0 (2000) Increments per millisecond
66E4:01  n_LL 55M 32 Bit OxDO00003EB (1000) Increments per millisecond
o s

Fig. 22: AX5000 safety drive options - Function Diagram

4347 External connection

An external custom FSoE connection can be created for a connection to a further EL69x0, EJ6910, KL6904
or a third-party device. If an own ESI file exists for an third-party device, this device will be listed as an
selectable safety device and the choice Custom FSoE Connection is not needed.
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@ ™
Adld New Item - SafetyPraject L2 S

4 Installed Sort by: Default ~| i3 Search Installed Templates (Ctrl+E) P -
Standard - .
as in o ﬁ Custom F5oE Connection  Safety Type: Safety
atety . Alias device for a custom FSoE connection
ol EtherCAT to an external device.
Beckhoff Automation GmbH
KBus
PROFIsafe
L] [
B Online
Mame: Custom FSoE Connection_2.=ds

Add || Cancel

Fig. 23: Creating an external connection (Custom FSoE Connection)

Before the connection can be used and linked further, the process image size must be parameterized. This
can be set under the Process Image tab. Suitable data types for different numbers of safety data are
provided in the dropdown lists for the input and output parameters.

| Linking | Connection | Process Image

Inputs Cutputs
Message Size: [11 Bytes (4 Bytes Safe Data) - Message Size: | 11 Bytes (4 Eytes Safe Data) ~
Mame Type Size Posi — Mame g gﬂ: [I; gﬂ: g:;: g:tt:)i
Safe Data Byte 0[0] BIT 01 00 Safe Data Byte 11 Bvte= (4 Bvies Safe Data
Safe Data Byte 0[1] BIT @1 01 Safe Data Byte | 15 Bytes (B Bytes Safe Data)
Safe Data Byte 0[2] BIT 01 02 Safe Data Byte| 19 Bytes (8 Bytes Safe Data)
Safe Data Bvte 0[3] BIT 0.1 0.3 Safe Data Byte| 23 Bytes (10 Bytes Safe Data)
Safe Data Byte 0[4] BIT 0.1 04 Safe Data Byte| 27 Bytes (12 Bytes Safe Data)
Safe Data Byte 0[5] BIT 0.1 05 Safe Data Byte o 0vies (14 Bytes Safe Data)
Safe Data Bte O[6] BIT 0.1 06 Safe Data Bte O[6] BIT 0.1 06
Safe Data Byte O[7] BIT 01 07 Safe Data Byte O[7] BIT 01 07
Safe Data Byte 1[0] BIT 0.1 1.0 Safe Data Byte 1[0] BIT 0.1 10
Safe Data Byte 1[1] BIT 0.1 1.1 Safe Data Byte 1[1] BIT 0.1 1.1
Safe DataByte 1[2] BIT 0.1 12 Safe Data Byte 1[2] BIT 0.1 12
Safe Data Byte 1[3] BIT 0.1 13 Safe Data Byte 1[3] BIT 0.1 13
Safe Data Byte 1[4] BIT 0.1 14 Safe Data Byte 1[4] BIT 0.1 14
Safe Data Byte 1[5] BIT 01 15 Safe Data Byte 1[5] BIT 01 1.5
Safe Data Byte 1[6] BIT 01 1.6 - Safe Data Byte 1[6] BIT 01 1.6 -

Fig. 24: Parameterization of the process image size

When the size is selected, the individual signals within the telegram can be renamed, so that a
corresponding plain text is displayed when these signals are used in the logic. If the signals are not
renamed, the default name is shown in the editor (Safe Data Byte 0[0], ...).
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| Linking | Cﬂnnet:tianl Process Image

Inputs Outputs

Message Size: [ﬂ Bytes (4 Bytes Safe Data) *l Message Size: | 11 Bytes (4 Bytes Safe Data) -

Mame Type Size Posi o
EStop 1 (external) BIT 01 0.0

Mame Type Size Posi
Safe Data Byte O[0] BIT 0.1 0.0

Fs

Safe Data Byte O[1] BIT 01 01

. —
Safe DataByte 0[2] BIT 01 02 [ Configure 1/O element

25|

Safe Data Byte 0(3] BIT 01 03

Safe Data Byte 0[] BIT 0.1 04 Name:  Safe Data Byte O[1]

Safe Data Byte 0[5] BIT 01 05 e s [Brr 1 Bit(s) v]
Safe Data Byte 0[6] BIT 0.1 0.6

Safe Data Byte 0[7] BIT 0.1 0.7

Safe DataByte 1[0] BIT 01 10 | ok || cancel |

Safe Data Byte 1[1] BIT 0.1 1.1
Safe Data Byte 102 BIT 01 1.2

Safe Data Byte 103] BIT 0.1 1.3 Safe Data Byte 1[3] BIT
Safe Data Byte 1[4] BIT 0.1 14 Safe Data Byte 1[4] BIT
Safe Data Byte 1[5] BIT 0.1 15 Safe Data Byte 1[5] BIT
Safe Data Byte 18] BIT 0.1 16 . Safe Data Byte 1[6] BIT

L Mi_i_ M.a_ 47 miT mn 4 i i O Meoa_ M.a_ 4770 niT

0.1
0.1

0.1
0.1

mn 4

13
14
1.5
1.6

1477

Fig. 25: Renaming the individual signals within the telegram

il
The connection is linked under the Linking tab. The Link button next to Full Name (input) and Full

Name (output) can be used to select the corresponding variable.

Linking |{}c|-rmet:tic|-r1 | Frocess Image

Safe Address: 7 Device is an external device:
Physical Device:

Dip Switch:

Full Mame (input): K1100)*Term 4 (ELG310} " Connectionlnputs™Message_4 TxPDO
Full Name (ocutpuf): 11007 Term 4 (ELEZ10)"ConnectionOutputs“Meszage_4 RxPDO

Fig. 26: Selecting the variable

This can be a PLC variable, for sample, which is then forwarded to the remote device or can be linked

directly with the process image of an EtherCAT Terminal (e.g. EL69x0 or EL6695).
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-

B ' Attach Variable Message_4 TxPDO (Input)

S

Search:

i Devices
- Device 2 [EtherCAT]

=% Temn 10 [ELGGI5)
- F50E_Clut]

OB 39.0, Safetp FSOE_11 [11.0]

Show W ariables

@ Unused

() Uzed and unused

[ Exclude dizabled

[ Exclude other Devices
[ Exchude zame Image
Show T ooltipz

[] Sort by Address

Show Yariable Types
[ Matching Type
Matching Size
[] Al Types

Array Mode
Offzetz

[] Continuaus
[ Show Dialog

" ariable Mame

[ Hand owver
[ Take over

[ Cancel ] [ Ok

J

LS

Fig. 27: Direct linking with the process image of an EtherCAT Terminal

Further information can be found in the TwinCAT documentation for the variable selection dialog.

The Connection tab is used to set the connection-specific parameters.

Linking | Connection F"rﬂoesslmage|

Connection Settings Connection Vanables
. . will
Conn-No: 3 COM ERR Ack
Conn-id: 4
= Info Data
Mode: [FSGE master vl [] Map State [] Map Inputs
[] Map Diag [] Map Outputs
Type: [Nﬂ-ne "l
Watchdog: 100
[] Module Fault (Fail 3afe Data) i= COM ERR
Safe Parameters
Appl. Param. OT0MFF10
Watchdeg: 64 00 (100) a
Appl. Param. Length: 04 00 ({4)
Besult:
02 00 64 00 04 00 01 O1
ff 10 -
Fig. 28: Connection-specific parameters
EJ6910 Version: 1.7.0 31



Operation

BECKHOFF

Detailed information about the individual settings can be found in the following table.

Parameter |Description User inter-
action re-
quired
Conn. no. |Connection number: is automatically assigned by the TwinCAT system No
Conn. ID |Connection ID: preallocated by the system, but can be changed by the user. A Control
Conn ID must be unique within a configuration. Duplicate connection IDs result in
an error message.

Mode FSoE master: The EL6910/EJ6910 is FSoE master for this device. Control
FSoE slave: The EL6910/EJ6910 is FSoE slave for this device.

Type None: Setting for third-party equipment, for which no ESl file is available. Yes
KL6904: Setting for KL6904 (safety parameter inactive)
ELB69XX: Setting for EL6900/EL6930/EL6910/EJ6910 (safety parameter inactive)

Watchdog |Watchdog time for this connection: A ComError is generated, if the device fails to |Yes

return a valid telegram to the EL6910/EJ6910 within the watchdog time.

Module This checkbox is used to specify the behavior in the event of an error. If the Yes

Fault is checkbox is ticked and a module error occurs on the alias device, this also leads

ComError |to a connection error and therefore to switching off the TwinSAFE group, in which

this connection is defined.
Safe Device-specific parameters: The parameter length is automatically calculated Yes
Parameters|from the number of characters that is entered. This information will typically be
(Appl. provided by the device manufacturer.
Param)
ComErrAck |If ComErrAck is linked with a variable, the connection must be reset via this signal|Yes
in the event of a communication error.

Info data | The info data to be shown in the process image of the EL6910/EJ6910 can be Yes
defined via these checkboxes. Further information can be found in the
documentation TwinCAT function blocks for TwinSAFE logic terminals.

4.3.4.8 Creating the safety application

The safety application is realized in the sal worksheet pertaining to the TwWinSAFE group (sal - Safety
Application Language).

The toolbox provides all the function blocks available on the EL6910/EJ6910.

32
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Toolbox * 0 X

Search Toolbox P~

4 FunctionBlocks (boolean)

B E & E = E E E o E S EE

iE

Fig. 29

Pointer
cafefind
safeConnShutdown
safeDecouple
zafeEdm
safeEstop
zafeMon
safeMuting
safeQpmode
safeOr

safeRs

safeSr
safelof
safeTon

safeTwohand

Toolbox * 0 X

Search Toolbox P~

4 FuncticnBlocks (integer)

[ [0] (& (=] (e ) S ol (o o] [ e ] B

: Function blocks available for EL6910/EJ6910

Pointer

cafefidd
safeCamMonitor
safeCompare
safeCounter
cafeliv
safeEnvelope
safelimit

safel cadSensing
zafeMul
safeScaling
safe5LI
safeSpeed
safeSub
safeViolationCMT

The function blocks can be moved from the toolbox into the sal worksheet via drag and drop. Variables can
be created by clicking next to a function block input or output, which can then be linked with alias devices in
the Variable Mapping dialog.

TwinSafeGroupl.sal® + X

4

= | Metworkl

_saial'slnp

FBEstopl

¥0] Restart

¥o] EStopln2

¥J] EStopln3
b0 EStopind

¥0] EStopins
¥] EStoplné

bo] EStopinT
¥] EStoping

}o] EDM1
¥ EDM2

HOOM

ICommand :

Fig. 30: Function block on the sal worksheet

EJ6910

Version: 1.7.0

33



Operation BEGKHOFF

Once the pointer connector [ Pointer has been selected from the toolbox, connections between the
input and output ports of the function blocks can be dragged with the mouse.

4 K

EStop_In_1
EStop_In_2

EDM_Signal

Fig. 31: Dragging a connection between two function blocks
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TwinSafeGroupl.sal® + X

Restart M3

EStop_In_1 =
EStop_In_2 MO

EDM_Signal

4
ICorrrnmd:

Fig. 32: Connection between two function blocks

4.3.4.9 Networks

For structuring the safety application, several networks can be created within a sal worksheet. Right-click in
the worksheet and select Add After and Network or Add Before and Network to create a network after or
before the current network.

Add After L Metwork

Add Before ]
Autolayout ]
Show Page Break Preview ]

Show Online Value

Change Execution Order of FBs

X Delete Del
Validate
Validate All

&  Properties Alt+Enter

Fig. 33: Creating a network

The instance path to the FB port to be linked can be specified, in order to exchange signals between the
networks. The instance path consists of the network name, the FB name and the FB port, each separated by
a dot. The input of the instance path is case-sensitive.

<Network name>.<FB name>.<FB port name>

Sample: Network1.FBEstop1.EStopIn3
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Alternatively, Change Link can be selected by opening the context menus next to the FB port.

—AndOut 10
N Sutolaypout

Showw Page Break Prewiew
Change Link

Showe Dhline YWalue

Change Execution Order of FBs

X Delete

YWalidate
YWalidate All

&  Properties

Fig. 34: Change Link

Dl

Alt+Enter

This function opens a dialog for selecting a suitable FB port.

Map to

4 SafetyProject
4 G| TwinSafeGroupl
4 TwinSafeGroupl
% Module Fault

4 Metworkl

I+ Fe| FEANdZ2

I F| FEEstopl
4 Metwork?2

[+ Fe| FBANnd1

I G| TwinSafeGroup?2

Function block ports
Local group
Other groups

Group ports
Local group
Other groups

Usage
@ Unused only
) Used and unused
Directicn
In
Out

0K || cancel

Fig. 35: Dialog for selecting a suitable FB port

Once the link has been created on one side of the connection, the link is automatically set/displayed on the

opposite side.

—AndOut Metworkl.FBEstopl.EStopln3

Fig. 36: Link display

EStop_In_2 O] EStopln2

Metwork? FBAnd1. AndCut El EStopln3
EI EStoplnd

M| EStopInS
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4.3.410 TwinSAFE groups

It makes sense to create TwinSAFE groups in cases where different machine safety zones are to realize, or
simply in order to separate the fault behavior. Within a group, a FB or connection error (here: alias device)
leads to a group error and therefore to switching off all outputs for this group. If an error output of an FB is
set, it will be forwarded as a logical 1 signal.

A group can be created by opening the context menu of the safety project and selecting Add and New
Item....

" Add New Hem - Safety Project 1 P (S

4 Installed Sort by: Default -| It Search Installed Templates (Ctrl+E) Pl
G .
SHJ TwinSafeGroup Group  1ype: Group
i Online Creates a new group in a Twin5afe project.
Mame: Twin5afeGroup Add | [ Cancel

Fig. 37: Creating a TwinSAFE group

Like the first group, the group of a subitem for the alias devices and a sal worksheet.

i SAFETY
4 Safety Project 1
4 Safety_Project_1 Project
"g Target Systemn
4 % TwinSafeGroupl
P d Alias Devices
TwinSafeGroupl.sal

4 iZ Twin5afeGroups

4 |7 Alias Devices
Bl ErrorAcknowledgement.sds

TwinSafeGroup.sal
: Safety_Project_1 Instance

Fig. 38: Components of the TWinSAFE group

The instance path to the FB port to be linked can be specified, in order to exchange signals between the
groups. The instance path consists of the group name, the FB name and the FB port, each separated by a
dot. The input of the instance path is case-sensitive.

<group name>.<network name>.<FB name>.<FB port name>
Sample: TwinSafeGroup1.Network1.FBEstop1.EStopIn3

Alternatively, Change Link can be selected by opening the context menus next to the FB port.
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Autolayout
Show Page Break Prewiew
Change Link

Shiowe Dhline Walue

Change Execution Order of FBEs

X Delete
YWalidate
Walidate Al

& Properties

Fig. 39: Change Link

Drel

Alt+Enter

This function opens a dialog for selecting a suitable FB port.

Map to

4 SafetyProject
4 G| TwinSafeGroupl
4 TwinSafeGroupl
4 Metworkl
I f| FBAnd2
4 | FBEstopl
% Restart
% EStoplnl

& EStoEIn.'Z

EStoplnd
EStopln5
EStoplng
EStoplnd
EStoplng
EDM1
EDMZ
I MNetwork?2
4 G| TwinSafeGroup2
I TwinSafeGroup2

Ll 3 3R O ol 3 e

Function block ports
Local group
Other groups

Group ports
Local group
Other groups

Usage
@ Unused only
) Used and unused
Direction
In
Out

ok || cancel

Fig. 40: Dialog for selecting a suitable FB port

Once the link has been created on one side of the connection, the link is automatically set/displayed on the

opposite side.
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EStop_In_2 §O] EStopin2

TwinSafeGroup2 Metworkl... El EStopln3

——AndOut TwinSafeGroupl. Networkl... }3] EStoplnd
[TwinSafeGrn:nupE.Netw:-rkl.FBAndl.AndGut
TwinSafeGrnupl.Netwu:urkl.FEiEs.tDpl.ESt-:upIn3] I ;

Fig. 41: Link display

4.3.4.11 Variables of the TwWinSAFE group

The inputs and outputs of the TwinSAFE groups are consolidated under the Group Ports tab of the Variable
Mapping dialog.

EL6910 group inputs
For a project to be valid, as a minimum the signals Run/Stop and ErrAck must be linked.

Note

Variable Mapping

Group Port Direction  Alias Port

Group Ports | Replacement Values | Max Start Deviation |

Err Ack input E]| ErrorAckIn (TwinSafeGroupd) |

Run/Stop input E]| Runln (TwinSafeGroup?) |

Medule Fault | input

Com Err output
FE Err cutput
Out Err output
Other Err cutput

Com Startup | output

FB Deactive | output

FE Run output

)OO0 O O] ] )

In Run cutput

Safety Project Online View | Variable Mapping | Error List | Qutput

Fig. 42: The Variable Mapping dialog
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Group Port Direction Description

Err Ack IN Error Acknowledge for resetting errors within the group
- Signal must be linked with a standard variable

Run/Stop IN 1 - Run; 0 - Stop
- Signal must be linked with a standard variable

Module IN Input for an error output of another connected module, e.g. for

Fault EK1960

Com Err ouT Communication error in one of the connections

FB Err ouT Error at one of the FBs used

Out Err ouT not used

Other Err ouT ModuleFault OR AnalogValueFault OR WaitComTimeoutFault

Com Startup |OUT At least one of the connections of this group is in startup

FB Deactive OUT The group was deactivated. (See also section Customizing /
disabling TwinSAFE groups [» 89])

FB Run ouT FBs of the TWinSAFE group are processed

In Run ouT TwinSAFE group is in RUN state

Group State

Value Status Description

1 RUN Input RUN=1, no error in the group, and all connections have started
up without error

2 STOP Input RUN =0

4 ERROR Group is in error, see Diagnostic information

5 RESET After an error has occurred, all errors have been rectified and the
Err Ack signal is 1

6 START The group remains in this state as long as not all connections have
started up after the start of the group (RUN=1)

7 STOPERROR When the group is started or initialized, it assumes the STOPERROR
status if the TwinSAFE connections are assigned to the group.
The group switches from STOPERROR state into ERROR state if
the Run input is TRUE.

16 DEACTIVE Group was deactivated via customizing

17 WAITCOMERROR This state is set when the customizing function “Passivate” is
selected and the system waits for ComError of the group

Group Diag

Value Status Description

0 - No error

1 FBERROR at least one FB is in ERROR state

2 COMERROR at least one connection is faulty

3 MODULEERROR the input ModuleFault is 1

4 CMPERROR On startup, at least one analog FB input deviates from the last saved
value (Power-On Analog Value Check Error)

5 DEACTIVATEERROR |In "passivate manual control unit" mode the timeout has elapsed
while waiting for the COM error

6 RESTARTERROR The TwinSAFE Logic program was restarted because the EtherCAT

connection was restarted or a user login was performed, without e.g.
the TwinSAFE Logic program (or parts of it) has been reloaded.
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4.3.412 Order of the TWinSAFE groups

The order of the groups can be changed, in order to realize a defined processing sequence of the safety
application.

To this end, select the entry Edit TwinSAFE Group Order via the node menu of the safety project node. A
dialog opens, in which the order of the groups can be changed. The individual groups do not necessarily
have to be numbered in consecutive ascending order. The numbering can contain gaps.

Scope to This
Mew Solution Explorer View

Build Dependencies k

Add ]

| Edit TwinSAFE Group Order
Check 5afe Addresses

Generate Documentation

Export Project (as xml file)

Export Project (as bin file)
X Remove Drel
c Open Folder in File Explorer

&  Properties Alt+Enter

Fig. 43: Context menu Edit TWinSAFE Group Order

The current group order is shown in the column Current Value. The new order is specified by entering a
value in the column New Value, followed by OK.

Change Execution Crder of TwinSAFE Groups @

TwinSAFE Group Current Value MNew Value

[ ok || CcCancel |

Fig. 44: Dialog Change Execution Order of TwWinSAFE Groups

4.3.4.13 Command line

The command line below the SAL worksheet can be used to enter commands for executing functions.
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EStop_In_L }3] EStoplnl & Errer [
EStop_In_2 O] EStopln2

Twin5afeGroup2 MNetworkl... El EStopln3

}3] EStoplnd \
=E] FStonln

HOOB <

Command :

Fig. 45: The command line below the SAL worksheet

Currently the commands listed in the following table are supported.

Command Description
FBNAME FB_INSTANCENAME NETWORKNAME; |Adding a function block
Sample: safeAnd FBANnd1 Network1

FB_INSTANCENAME->PORTNAME = Creating a variable mapping
VARIABLE_NAME; Sample: FBAnd1->AndIn1 = testVariable
FB_INSTANCENAME->PORTNAME = Creating a connection between two FBs
FB_INSTANCENAME->PORTNAME; Sample: FBAnd1->AndIn1 = FBOr1->OrOut;

4.3.4.14 FB port properties

The behavior of the inputs can be parameterized by opening the properties for the upper input of an input
pair or an individual input of the function block. For an input group, such as the function block ESTOP, the
individual inputs to be activated or deactivated, and single- or two-channel evaluation can be set.

~— #  EStoplnl InPort -
= MNetworkl _

o= ﬂ'b

Channel Interface Single-Channel Both Activated E
safeEstop 1 Discrepancy Time (ms) Both Deactivated
! FBEstopl Single-Channel 1 Single—ChanneI 1 Act!vated
Single-Ch 12 Single-Channel 2 Activated
Ingle-Lhanne Single-Channel Both Activated
Restart E Restart El Parameter Settings Two-Channel
Assigned Variable Name
DataType BOOL
EStop_In_1 Port Name EStopInl
EStop_In_2 pO| EStopln2 Channel Interface
E EStopln3 Description for
BeckhoffAutemation.SALDesigner.SafetyApplicationLanguagelnPor...
}0] EStoplnd
Properties | Toolbox
}a] EStoplns
¥a] EStoplné
}a] EStopln?
E EStoplnd Laz IEEE 73 —EStopOut (D] Output
| EStopDelOut D] @_'&
EDM_Signal pa] EDM1 &,
Wl Fnnaz g,
] »

ICornmand :

Fig. 46: FB port properties
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Channel interface Description
Both deactivated Both inputs deactivated
Single-Channel 1 Activated channel 1: single channel evaluation
channel 2: deactivated
Single-Channel 2 Activated channel 1: deactivated
channel 2: single channel evaluation
Single-Channel Both Activated channel 1: single channel evaluation
channel 2: single channel evaluation
Two-Channel Both inputs activated and two channel evaluation with discrepancy
time (ms)

If the Two-Channel evaluation is enabled, the corresponding Discrepancy time (ms) can be set in
milliseconds. For each input there is a setting to indicate whether the input should be evaluated as Break
Contact (NC) or Make Contact (NO). When a variable or a connecting line is connected to the function block,
the corresponding channel is enabled automatically.

EStopInl In Port -

B

B Function Block Input Settings

Channel Interface Two-Channel
Discrepancy Time (ms) 1000
Single-Channel 1 Break Contact (NC)

Single-Channel 2 Break Contact (NC) |E|

B Parameter Settings
Assigned Variable Mame

Make Contact (MO

DataType
Port Mame

Fig. 47: Make Contact (NO) / Break Contact (NC) setting

These settings are also accessible for each individual port of an FB via the context menu Change InPort
Settings.
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safeMon
I rBMon1

O] Restart

(¥ Y N | | o] |

Errcr |

E Autolayout
Show Page Break Preview
E Change Link

Show Online Value

Change Execution Order of FBs

E I Change InPort Settings

E Cut
Copy
Paste

M Delete
Validate
Validate All

& Properties

Ctrl+X
Ctrl+C
Ctrl+V
Del

Alt+Enter

Fig. 48: Menu Change Inport Settings

Channel Interface
) Deactivated
@ Single-Channel
) Two-Channel
Discrepancy Time
Oms

<] Change InPort Settings: Monlnl

Contact

(2) Make Contact (NO)
(@ Break Contact (MNC)

oK || Cancel

Fig. 49: Dialog Change InPort Settings

4.3.4.15 Variable Mapping

Variable Mapping

Variables | Group Ports | Replacement Values | Max Start Deviation

Assigned Variable Direction Alias Port

Port Mame Instance Mame Function Mame

EStop_In_1 input E]l Term 7 (EL1904) - Medule 1 (FSOES) InputChannell (TwinSafeGroupl) | EStopInl | FBEstopl safeEstop
EStop_In_2 input E] EStopIn2 | FBEstopl safeEstop
Restart input E]l RestartForEstop.In (TwinSafeGroupl) | Restart FEEstopl safeEstop
EDM_Signal input E] EDML FBEstopl safeEstop
Qutput output E] EStopOut | FBEstopl safeEstop

Safety Project Online View  Variable Mapping  Error List Output

Fig. 50: Variable Mapping
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Variables are linked to the alias devices in the Variable Mapping window. Use the Link button E] to open

the selection dialog for the alias port. Safe only signal types or safe and standard signal types are offered in
the selection dialog automatically, depending on the port setting of the FB. Safe boolean signals are shown
with a yellow background, standard signal types with a white background.

If several outputs should be set by one variable, these signals can be dedicated by holding the CTRL key
and selecting the channels.

Map to @

4 Safety Project_1 Safe [/Os
4 G| TwinSafeGroupl Local group
4 Alias Devices Other groups
I ExternalConnectionToELS900
4 Term 7 (EL1904) - Module 1 (FSOES) =T
4 Channel 1 ? Unused only
& ) Used and unused
% InputChannel2 Direction
% InputChannel3 In
% InputChanneld Out
oK || cancel

Fig. 51: Selection dialog for the alias port

4.3.4.16 Safety toolbars

Once the development of the safety project is complete, the project has to be loaded onto the target system,
in this case EL6910. To this end the toolbars TwinCAT Safety and TwinCAT Safety CRC have to be added.

TwinCAT Safety
TwinCAT Safety CRCs

Fig. 52: Activation of the TwinCAT Safety and TwinCAT Safety CRC toolbars
i F 60 o R O [ O O

Fig. 53: Display of the TwinCAT Safety and TwinCAT Safety CRC toolbars
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Toolbar TwinCAT Safety

Icon |Name Description
w Verify Safety Project The safety project is checked for validity.
- Verify Complete Safety The safety project including the hardware level is checked for validity.
& Project

Download Safety Project Loading the safety project onto the target system, here EL6910

Delete Safety Project Deleting the safety project from the target system, here EL6910

Show Online Data of Safety |Switching on the online display for the safety project.
éa"  |Project

Customize Safety Project  |Customizing the safety project (switching off TWinSAFE groups and
ég setting of safe substitute values for the group outputs). This is possible
if online and offline CRC are the same and at least one group has
been configured for customizing..

Toolbar TwinCAT Safety CRC

Icon Name Description
CRC Toolbar|Left-click on the toolbar to initiate an update of the CRCs by the user.
. CRCs: Red icon: CRCs are different

CRC Toolbar|Green icon: All CRCs are identical

B cres:

Online CRC |CRC of the safety project on the EL6910. This value is read online by
0:8135 | ' the terminal. In the absence of an ADS connection to the EL6910, this

value is displayed with 0x----
Downloaded |CRC of the safety project that was loaded last. If no safety project is

| 08135 | CRC loaded when the TwinCAT project is opened, the value is displayed
with Q===
Offline CRC |CRC of the current safety project, as stored in the safety editor. A CRC
| 0:8135 is displayed, if the stored project is valid. If the project is invalid,

0x---- s displayed as CRC.

4.3.417 Checking the TwinSAFE addresses

The hardware addresses of the alias devices used can be checked and set via the dialog Check Safe
Addresses.

To this end, select the entry Check Safe Addresses via the node menu of the safety project node. A dialog
opens, which lists all alias devices that use hardware addresses. The addresses set in the software (Safe/
FSoE Address) and the hardware addresses (Hardware Address) are shown in separate columns for each
alias device and for the target system. In the column Take Hardware Address the user can specify whether
the hardware addresses for the alias devices settings are applied when the dialog is closed via the OK
button.

46 Version: 1.7.0 EJ6910




BECKHOFF Operation
Scopeto This
MNew Solution Explorer View
Build Dependencies k
Add »
Edit Twin5AFE Group Order
I Check 5afe Addresses I
Generate Documentation
Export Project (as xml filg)
Export Project (as bin file)
X Remove Del
c Open Folder in File Explorer
&  Properties Alt+Enter
Fig. 54: Check Safe Addresses context menu
Check Safe Addresses @
I Safety Project/ Target System/ Safe/F5oE Hardware Take Hardware
TwinSAFE Group Safety Alias Device Address Address Address
Groupl Term 2 (EL1904) - Module 1 (FSOES) 49159 49159
Group3 Term 3 (EL2904) - Module 1 (FSOES) TE3 783
Groupl Box 11 (BK1120) - Term 2 (KL1004) 45 1
Groupl Term 7 (EL1904) - Module 1 (FSOES) 130 130
Groupl Term 4 (EL2904) - Module 1 (FSOES) 527 520
Group? Term 8 (EL3021-0090) - Medule 1 (EL5021-0090) 125 n.a.
[ ok || Cancal

Fig. 55: Check Safe Addresses dialog

4.3.5

Downloading the safety application

Before downloading the safety project onto the EL6910/EJ6910 or EK1960, check the project for validity. If

| o
the hardware is complete, the hardware level % can be used for checking, or checking can take place at

the project level 4 , if online access is only available for the EL6910/EJ6910 or EK1960. If the check

ol .
returns no errors, the project download *** can continue.

A

Use only qualified tools

Only use a qualified tool (see note on system limits) for loading, verifying and enabling the
project on the EL6910/EJ6910 or EK1960!

CAUTION
User name and password are case-sensitive
Pay attention to upper/lower case characters for the user name and password.
The standard user is Administrator, the standard password is TwinSAFE.
Note

EJ6910
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' Power supply during download
L]

Please assure that the power supply for the TwinSAFE logic is not switch off during down-
load. This can cause unexpected behavior or shut down the TwinSAFE Logic permanently.
Attention

Execution of the safety application
The execution of the current project on the TwinSAFE logic is stopped during a logon or the

download of a safety application.

WARNING
Download Project Data @
Steps Login
Login
Username: Administrator
Serial Mumbern 00123456/
Password: sssssses
Mext l [ Cancel

Fig. 56: Download Project Data — The Login dialog

In the Download Project Data dialog specify the user name, the serial number of the EL6910/EJ6910 or
EK1960 onto which the project is to be loaded, and the user password. The default user name is
Administrator, the default-password is TwinSAFE. Use the Next button to move to the next dialog.

Download Project Data @

Steps Select Project Data

belect Data: Complete Project Data =

Select Project Data

Safe Logic Data
Mapping Data
Parameter Data

Info Data

Mext l [ Cancel

Fig. 57: Download Project Data — The Select Project Data dialog

In the Select Project Data dialog select Complete Project Data to load the whole project onto the EL6910/
EJ6910 or EK1960. Use the Next button to move to the next dialog.
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Download Project Data

el

Steps

Download Result

Download Result

Configuration Data

Safe Logic Data

sets

Download Result

Mapping Data

Parameter Data

Info Data

oo

Mext

| [ Cancel

Fig. 58: Download Project Data — The Download Result dialog

Once the download is complete, the download results are displayed. Use the Next button to move to the next

dialog.

Download Project Data

e

Steps

Final Verification

Final Verification

Configured Online Calculated  Verification
Datasets CRC CRC Result

Safe Logic Data OxAZE4 OxABE4 @
Mapping Data OxB294 0xB294 @
Pararmeter Data 0x02B0 0x02EB0 @

I have manually verified the data shown here and I am aware,
that the correct functionality must be tested manually!

Mext

| | Cancel

Fig. 59: Download Project Data — The Final Verification dialog

The locally calculated CRCs and the online CRCs of the safety project are displayed in the Final Verification

dialog. They are automatically checked for equality and displayed via the column Verification Result. The
user must also check these data for equality and then confirm this by ticking the checkbox. Use the Next

button to move to the next dialog.

EJ6910

Version: 1.7.0
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Download Project Data @

Steps Activation

Username: Administrator

Senal Mumber:

=

Activation Password: P

Finish l [ Cancel

Fig. 60: Download Project Data — The Activation dialog

In the Activation dialog the user re-enters the password to activate the safety project on the EL6910/EJ6910
or EK1960. Use the Finish button to complete the download of the safety project.

Verification of the input and output process data

After downloading the safety-related program to the TwinSAFE logic, the user must check

that the input and output process data of the TwinSAFE logic are plausible, within the valid
WARNING | value range and in the expected magnitude. This is especially true for analog signals,
which are transmitted via e.g. PROFIsafe, FSoE sensors, TWinSAFE SC terminals or exter-

nal control systems to the TwinSAFE logic. It is particularly important to check whether the
device uses the Motorola or the Intel format or Big or Little Endian.

Project data Description

Safe Logic Data Safe Logic Data contains the safety related application.

Mapping Data Mapping Data contains the link data for inputs, outputs, function blocks,
connections etc.

Parameter Data Parameter Data contains the safe user parameters that are to be stored at

the TwinSAFE Logic. This could be safe substitute values and the user
parameters of the connections.

Info Data Info Data contains the settings which Info Data for connections, function
blocks, groups etc. are activated and have to be filled by the TwinSAFE
Logic.

Info Data of the safety project
The Info Data will NOT take effect to the calculation of the project CRC. Because of this the

Info Data could be changed later without changing the project CRC.

Note After changing the Info Data of an existing project, a project download of minimum the Input
Data has to be done even of same Project CRC, otherwise it won't be filled. Additional the
TwinCAT configuration has to be activated, so that the size of the process image in Twin-
CAT fits to the expected size within the TwinCAT Logic.

4.3.6 Online Mode

In Online mode &' the current values of the safety project are displayed. A green color change indicates
logical 1 within the SAL worksheet and the variable mapping. No color change means logical 0.
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Term 5 (EL2904) - Module 1 (FSOES).sds TwinSafeGroupl.sal* # X RestartForEstop.sds TwinSAFE-Example

p— ~
| = | Networki

safefstop
'ﬂ FBEstopl

Restzrt §O] Restart

EstopIn_1 B Etopinl &

Estopin_2 ) Estoplnz
9] Estoplnz
5] Estoping
0] Estoping
0] EStoplng

O] Estopln?
5] Estoping Delzy Time (ms]
100

¥ Output

EDM_Signal F0] EDM1

=] eomz

4
I Command :

Variable Mapping

Variables | Group Ports | Replacement Values | Max Start Deviation

Assigned Variable Online Value Direction Alias Port Port Mame Instance Name Function N

Restart False input [ RestartForEstopdn (TwinSafeGroupl) | Restart

FBEstopl safeEstop

EDM_Signal False input | Term 7 (EL1904) - Medule 1 (FSOES)InputChannel3 (TwinSafeGroupl) | EDM1 FBEstopl
4

safeEstop -

»

Safety Project Online View | Variable Mapping | Error List | Output
Fig. 61: SAL worksheet and variable mapping in online mode

On each function block the current FB state is shown as text and in the form of an icon. The different states
are listed in the FB documentation. The following table describes the icons.

FB Icon Description
FB State: RUN
State: Oxf In RUN state no error is present, and the output of the FB is set.

FB State: SAFE
State: Oxt & In SAFE state no error is present, and the output of the FB is NOT set.

FB State: ERROR/STOP

In ERROR/STOP state an FB error is present or the FB is still in STOP state. This is the
case if the group has not yet been started.

In addition, the online display can be extended by displaying analog and digital values. To this end the

function can be enabled or disabled by selecting Show Online Values from the context menu in the SAL
worksheet.
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Autolayout L
Page Break Preview
Show Online Value

Validate
Walidate All

&  Properties Alt+Enter

Fig. 62: Activation of Show Online Values

In online mode the analog and digital values are then displayed as text next to the respective variables.
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Input_01 True
Input_02 True

True Output_01

Snalogln 990

False InLimit_01

Fig. 63: Display of the analog and digital values in online mode

Detailed information about the whole safety project is shown on the Safety Project Online View tab. Any
errors in the connections or function blocks are displayed in plain text.
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[]
Mame Value
4 Twin5afeGroupl State: ERROR (0/2 connections not running, 1/1 functions blocks in error)
State (w04 (ERROR)
Diag 001 ({000000012), FE Errcr
4 Inputs
RUMN 1
Error Acknowledgement 0
4 Cutputs
Flx Err 1
Com Err ]
Other Err ]

4 Alias Devices
4 Term 5 (EL2904) - Module 1 (FSOES)
State
4 [Diag
soooc 0000,
Looc soooc:
4 Term 7 (EL1904) - Module 1 (FSOES)
State
4 [Diag
soooc 0000,
Liood xoooc:
4 Function Blocks
4 FBEstopl (safeEstop)
State
4 [Diag
10000 20000 200d. 000G

Conn-Mame: Message 2, Conn-MNo: 1
08 (Data)

080 (100000002)

Mo Diagnosis info

Master reports Failsafe Value active
Conn-Mame: Message_3, Conn-MNo: 2
08 (Data)

080 (100000002)

Me Diagnosis info

Master reports Failsafe Value active

0x04 (ERROR)
040010 (0000000000010000 )
EDM monitoring error EDML

Safety Project Online View | Variable Mapping | Error List | Qutput

Fig. 64: The Safety Project Online View tab
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4.3.7 New features in TC3.1 Build 4022

In the TwinCAT Version 3.1 Build 4022 some extensions have been implemented for the TwinSAFE editor.
With the release of the TwinCAT version, these are available to the user. This chapter lists the new features.

4.3.71  Group status

The status of the TwinSAFE group is displayed as a color-coded frame in online mode.

The RUN state is marked with a green one, the ERROR state with a red frame, and all other states with a
blue frame.

Twin5afeGroupl.sal A X

Group is in state RUN.

- MNetworkl -~ safeEstop 1
FBEstopl ﬂ'}‘

Restart @ Restart

ESteplnl EStoplnl & Error D]
o] Estopln2

9] EStopln
K] EStoplnd

k] EStoplns
k] EStoplnG

k] EStopn?

ko] EStopng e —EStopOut Out
100

—EStopDelCut

EDM O] EDM1

f5] eDMm2

B DOS <

4 4

Fig. 65: Group Status Online RUN
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TwinSafeGroupl.sal & X

Group iz in state ERROR. Only in state RUN the values displayed by the online view are not influenced by the safetyrelated emor handling.

Twin5afeGroupl.sal ® X

Group is in state STC values displayed by the online e not influenc y th ety-related emor handling.

Fig. 67: Group Status Online STOP
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4.3.7.2 Online view group ports

In online mode the group inputs and outputs are marked according to their signal status. A logical 1 of the
signal is represented with a green background, a logical 0 with a white background. Error information is
displayed with a red background.

Watiable happing

Group Ports | Replacerent Walues | Mz Start Dewiation |

Group Port Online Yalue  Direction  Alias Port

Err Ack False input [ Errésck.In (TwvinSafeGroupl) |

input . R

Module Fault | False input

Carm Err

FE Err

Other Err False output
Corm Startup | False output
FE Deactive | False output

FB Run

In Run False output

Wariable Mapping

Fig. 68: Online View Group Ports

4.3.7.3 Group templates

The user has the choice between 3 templates.

The templates differ by the number of already existing links (none, ErrAck created and linked to group port,

ErrAck and Run created and linked to group ports).

Add New Tter - TwinSAFE 4022 -7 ==l
4 Installed Sort by: | Default | 5 Search Installed Templates (Ctrl+E) P~
TwinCAT Safety Project 5 Tiof i
win =ty Proje @ TwinCAT Safety Project Preconfigured Errck  TwinCAT Safety Project UFs T e iy =
Creates a new safety project with a
- - - - - TwinSAFE group with preconfigured
@ TwinCAT Safety Project Preconfigured Inputs — TwinCAT Safety Project A s
@ TwinCAT Empty Safety Project TwinCAT Safety Project
Click here to go online and find templates.
Mame: Untitledl
Location: o |'|
[ add || cancel

Fig. 69: Templates for Safety Projects

4.3.7.4 Networks collapsable

The networks defined in a TwinSAFE group can be collapsed.
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Twin5afeGroupl.sal* ® X

— MNetworkl

~ safeEstop 1
FBEstopl

Restart PO Restart

TwinSafeGroupl.sal® # X

E MNetworkl

Fig. 70: Collapsing of networks

4.3.7.5 Subfolder Alias Devices

Under the node Alias Devices, further subfolders can be created. After the subfolder has been created, it can
be renamed, here for example to Drives.

SAFETY
4 Safety Sample
4 Safety Sample Project
"g Target Systern

4 Gi Twin5afeGroupl

A1] BMK 1.2 [17 (EL1904) - Module 1 (FSOES).sds Add YO Mewltern... Ins
BMEK 2.4 019 (EL2904) - Module 1 (FSOES).sds Scope to This 4 New Folder
m ErrAck.sds Mew Solution Explorer View
B Run.sds : :
TwinSafeGroupl sal Sort Alias Devices b
E‘ Safety Sample Instance Add multiple standard variables
Import Alias-Device(s)

Fig. 71: Adding a subfolder

After adding a subfolder, Alias Devices can be added in this folder.

SAFETY
Fi Safety Sample
4 Safety Sample Project
"g Target Systern
4 o5 TwinSafeGroupl
4 Alias Devices
4 |57 Drives
AX 5805 Option ADR 126.5ds
BMK 1.2 117 (EL1904) - Module 1 (FSOES).sds
BMK 2.4 019 (EL2904) - Module 1 (FSOES).sds
n’fﬂ—_1| Errfick.sds
m Run.sds
Twin5afeGroupl.sal
@ Safety Sample Instance

Fig. 72: Subfolder e.g. Drives
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4.3.7.6 Goto linked element

The entry Goto Linked Element can be called via the context menu. All links and variables used on that port
are listed. By selecting an entry, you jump to the appropriate location in the network, TwinSAFE group or
variable mapping.

—EStopOut D] Network2.FBMon1.Monlnl...

EStopDelOut Autolayout ]

Show Page Break Preview ]
Change Link
Goto Linked Element L Metwork?2 FEMonl.Monlnl
show Online Value Metwork3. FEMon2 Monlnl
Change Execution Order of FBs Output_2a
Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
X Delete Del
Validate
Validate All

&  Properties Alt+Enter

Fig. 73: Goto Linked Element

4.3.7.7 Path view to linked signal

The Linking tab of the Alias Devices displays the links to the PLC and to the I/O devices. The name in the
process image of the TwinSAFE logic is displayed under the entry Name.

Linking | Connection I Safety Parameters | Process Image

FSoE Address: 2

Linking Made: [Aut-umati{: vl
Physical Device:  TIID"Device 1 (EtherCAT)*Term 12 (EK1100)"BMK 1.2 117 (EL18
Dip Switch: 2 (s

Input  Full Name: TIID"Device 1 (EtherCAT) *Term 5 (EK1100)"Term 8 (ELES10)"Cy
Linked to:  TIID"Device 1 (EtherCAT) *Term 12 (EK1100)"BMK 1.2 17 (EL1S

Cutput: Full Mame: TIID"Device 1 (EtherCAT) Term 5 (EK1100Y Term 8 (ELGS107Cy
Linked to:  TIID"Device 1 (EtherCAT) Term 12 (EK1100"BMK 1.2 117 (EL18

Mame: TwinSateGroup1.BEMK 1.2 177 (EL1304) - Module 1 (FSOES)_4

Fig. 74: Path view for safety Alias Devices

For the Standard Alias Devices, the path to the signal below the TwinSAFE logic (full name), the link to the
PLC (Linked to), and the name in the process image of the TwinSAFE logic are displayed.
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Linking | Process Image

Linking Mode: | Manual v

Full Name: TID"Device 1 (EtherCATY Term 5 (EK1100)"Term &8 (ELGZ10)"51
Linked to:  TIPC*MainPLC"MainPLC Instance™FlcTask Outputs™MAIN. bErrd

MName: TwinSafeGroup.Errfck_1

Fig. 75: Path view for Standard Alias Devices

4.3.7.8 Multiline comments

Comments in the TwinSAFE project may now be multiline.

> safeEstop i 1
FBEstopl
This functicn block realizes
..................................... the Em ergency StDp function for
Restart EI Restart Machinel : Feeder
EStoplnl E EStoplnl & Error

Fig. 76: Multiline comments
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4.3.7.9 Names of Alias Devices in the process image

The user has now the option of adapting the naming of process data below the TwWinSAFE logic in the 1/0
tree. For this purpose, checkboxes are available on the Target System dialog to accept the naming of
TwinSAFE connections and standard inputs and outputs from the respective Alias Device names.

Connection Inputs/Outputs

Take over Safety Alias Device names
(Connection Info Diata names will also
be adjusted)

Standard InputsOutputs

Take over Standard Alias Device
names

Fig. 77: Properties under Target System

After the checkboxes are set, the names of the alias devices are taken.

SAFETY
4 TwinSAFE_Sample
4 TwinSAFE_Sample Project
#8 Target System
4 25 Twin5afeGroupl
4 |57 Alias Devices
Rl BMK 08-15 - EL1904 (2).sds
BMK 08-16 - EL2904 (51).5ds
mﬂ—_|| Errorfck.sds
mﬂ—_|| Run.sds
TwinSafeGroupl.sal
@ TwinSAFE_Sample Instance

Fig. 78: Take Alias Device Name - Safety Project

In the | / O tree below the TWinSAFE logic, the project is shown in the following screenshot. The name
consists of the group name, alias device name, and a running index.

B Term 6 (EL6910)
4 Connectionlnputs
P % TwinSafeGroupl BMK08-15 - EL1904 (2)_3 TxPDO
P % TwinSafeGroupl BMK08-16 - EL2904 (51)_4 TxPDO
4 [ ConnectionCutputs
b M TwinSafeGroupl BMK08-15 - EL1904 (2)_3 RxPDO
P B TwinSafeGroupl BMK 08-16 - EL2904 (51)_4 RxPDO
4 [y StandardQutputs
B TwinSafeGroupl.ErrorfAck_1
B TwinSafeGroupl.Run_2

F Function Block Info Data
B #l Twin5SafeGroupl.Metworkl .FBEstopl Info Data
F Connection Info Data

Pl TwinSafeGroupl BMK 08-15 - EL1904 {2)_3 Info Data
B #l TwinSafeGroupl .BMK 08-16 - EL2904 (51)_4 Info Data

Fig. 79: Take Alias Device Name - TwWinSAFE logic process image
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4.3.7.10 Project settings - Verification

The project settings can be found below the target system.

Safe Address Verification

The Safe Address Verification entry is used to set how the safety addresses are checked.
» Project wide unique (recommended) - Unique safety addresses within the entire solution
+ Similar to TwinCAT 2 - Unique addresses per TwinSAFE Logic
» Allow multiple usage - Multiple safety addresses are possible (Validation by the user necessary)

Target System

E M/A MSA
Uzer Administration
Backup/Restore Verfication Settings

S = -

N P roject wide unigue recommended)
FB InPort Activation Verfication: Similar to TwinCAT 2

Allow multiple usage

Fig. 80: Safe Address Verification

FB InPort Activation Verification

The FB InPort Activation Verification entry is used to determine how the input ports of TWinSAFE FBs are
checked.

« Strict activated & connected (recommended) - Each enabled port must be connected and each
connected port must be enabled.

+ Activated or connected allowed - If a port is only activated or only connected, this does not lead to an
error message.

Target System

ety MSA M/A
Uszer Administration
Backup/Restore Verfication Settings

FE InPort Activation Verfication: | Strict activated & connected frecommended) =
Strict activated & connected [recommended)

Activated or connected allowed

Fig. 81: FB InPort Activation Verification

4.3.7.11 Displaying the project size

Diagnostic Properties of the project node

If the project node of the TwinSAFE project is selected, the properties under the entry Diagnostic show the
current project parameters. These are e.g. the project size in bytes, the number of connections, the number
of function blocks, or the number of TwWinSAFE groups.

62 Version: 1.7.0 EJ6910



BEGKHGFF Operation

Properties
Safety Sample Project Properties \
o T4 | H

B Diagnostic

Fig. 82: Project Properties - Diagnostic

Diagnostic Properties of the group node

If the group node of the TwinSAFE project is selected, the properties under the entry Diagnostic display the
current TWinSAFE group parameters. These are e.g. the number of connections, the number of function
blocks, or the number of standard signals.

Properties
TwinSafeGroupl Folder Properties -
of T4 | X
E Diagnostic

Fig. 83: Group Properties - Diagnostic

4.3.7.12 Copy and Paste for FBs and comments

The copy and paste function refers to function blocks, comments and connections between function blocks.

The copied variable names and links remain unchanged, the FB instances are automatically incremented
(here FBEstop1 becomes FBEstop2).
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Restart

Comment:
Multiple

Input_01
Input 02

Autolayout 3
Show Page Break Preview »
Show Online Value

Change Execution Crder of FBs

Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
Delete Del

Yalidate
Validate All

Reroute

&  Properties Alt+Enter

Fig. 84: Copying the data

After inserting the data, the following message appears. The user may have to adjust copied variable names.

ﬁ Please verify manually the result of the paste cperation!

[ o ]

Fig. 85: Message box after inserting the data
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Comment:
Multiple
Restart lines
Input_ 01 pO) =
Input_02 M3
D] Metwork2 FEMonl.MonInl...
=
EDM

Fig. 86: Inserted data

Here, in the example, the user must adapt the links of the output EStopOut and change the variable names

Restart, Input_01, Input_02 and EDM so that no duplicate names are assigned.

4.3.7.13 Global settings in Visual Studio

You can select options from the Tools menu in Visual Studio. These options can be used to make settings

for the TWinSAFE environment.

TOOLS

dﬁ Attach to Process... Ctrl+Alt+P

"‘? Connect to Database...

skl Code Snippets Manager... Ctrl+K, Ctrl+B

Choose Toolbox tems...

Add-in Manager...
[lg Extensions and Updates...

External Tools...

Import and Export Settings...

Customize...

£} Options...

Fig. 87: Visual Studio - Menu Tools / Options

Under TwinCAT / TwinSAFE Environment / Default Info Data you can configure which info data should be
activated automatically when creating TwinSAFE projects, groups, connections or FBs.
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Options (-2 sl
Saarch Options (Ctri+E) e 4 Connection Info
I Environment Enable Diag False
I+ Projects and Selutions Enable Inputs False
RSohrecHeoniol Enable Outputs False
b Text Editor Enable State False
t- Debugging 4 Device Info
[ Database Tools Enableld False
I HTML Designer Enable Project CRC False
I Text Templating Enable Serial Murmber False
4 TwinCAT 4 Functionblock Info
Event Logger Enable Diag False
b Measurement Enable State False
I PLC Environment 4 Group Info
4 TwinSAFE Environment Enable Diag False
Enable State False
Group Diagram Editor
[ XAE Environment Enable Diag
BT PR L= T The "Diag" info will be enabled when creating a new connection.
[ oK J ’ Cancel

Fig. 88: Global setting - Default Info Data

Under TwinCAT / TwinSAFE Environment / Group Diagram Editor, you can define whether the undo / redo
should be automatically zoomed in and scrolled to the area that has changed.

Options @

Search Options (Ctrl+E) P 4 Group Diagram Editor Settings
Ensure visibility after Undo/Redo  True

Environment
Projects and Solutions
Source Control
Text Editor
Debugging
Database Tools
HTML Designer
Text Templating
TwinCAT
Event Logger
[» Measurement
I+ PLC Environment
4 TwinSAFE Environment
Default Info Data

Group Diagram Editor

> XAE Environment Ensure visibility after Undo/Redo
I Windows Forms Designer

A ¥ TT T T TT

Automatic zoom and scroll after Unde/Redo to ensure visibility of changed iterns.

| ok || cancel

Fig. 89: Global setting - Group Diagram Editor
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4.3.7.14 Sorting

Set the processing order of the groups via dialog

The execution order of the TwinSAFE groups can be accessed via the context menu of the project node.

SAFETY

4 %3 Safety Sample
4 [ Safety Sample Project

*® Target System Scopeto This
4 ;T TwinSafeGroupl Mew Solution Explorer View
4 |5 Alias Devices
A1 BMK1.2 117 (EL Build Dependencies »
BMK 2.4 019 (E Add -
Wil ErrAck.sds Sort TwinSAFE Groups >
#l Run.sds ) .
TwinSafeGroupl.sz Edit TwinSAFE Group Order
Check Safe Addresses

Generate Documentation

Export Project (as xmil file)

Export Project (as bin file)
X Remove Del
c Open Folder in File Explorer

&  Properties Alt+Enter

Fig. 90: Context menu - Edit TWinSAFE Group Order

By selecting a group and then holding and dragging an entry with the mouse, the execution order of the
groups can be changed. The new order is accepted with the OK button.

Change Execution Order of TwinSAFE Groups
TwinSAFE Group Current Value Mew Value
TwinSafeGroupl 0 0
TwinSafeGroup2 1 1
TwinSafeGroup3 2 2
| ok || Ccancel

Fig. 91: Execution order of TWinSAFE groups

Sorting of Alias Devices

The display order of the alias devices can be configured via the context menu of the node Alias Devices.
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SAFETY
P Safety Sample
4 Safety Sample Project
"g Target System

4 Gi TwinSafeGroupl

W_l Bl Add [
BI Scope to This
HL] Er Mew Solution Explorer View
fi R _ _
Twin Sort Alias Devices * | ¥  Alphabetical Order (Ascending)
@ Safety Samp Add multiple standard variables Alphabetical Order (Descending)
Import Alias-Device(s) According Process Image Position

Fig. 92: Sorting of Alias Devices

Sorting of FBs (Execution order)

The execution order of the function blocks can be accessed via the context menu within the graphical
worksheet.

3 safefstop
" EBEstopl

Collapse

Add After ]

Add Before 4

Autolayout ]

Show Page Break Preview ]

Show Online Value

Change Execution Order of FBs

Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
X Delete Drel I
Validate
Validate All
&  Properties Alt+Enter
PO ELIVIZ

Fig. 93: Context menu - Change Execution Order of FBs

By selecting an FB and then holding and dragging an entry with the mouse, the execution order of the
function blocks can be changed. The new order is accepted with the OK button
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Change Execution Order of Function Blocks ]
MNetwork Function Block Current Value Mew Value
MNetworkl FBEstopl 1 1
Metwork2 FEMonl 2 2
Metwork3 FEMon2 3 3
MNetworkd FBEstop2 4 4
| ok || Cancel

Fig. 94: Execution order FBs

4.3.7.15 Direct mapping of local I/Os

If a TwWinSAFE logic has local inputs and outputs, e.g. an EK1960, an assignment to safe and non-safe
signals can be made by the user via the Internal Direct Mapping tab of the alias device. These direct
assignments have the advantage that no logic program has to be created by the user for this purpose.

To use the internal direct mapping, the linking mode of the Alias Device must be set to local.

| Linking | Connection | Safety Parameters | Process Image | Internal Safety Parameters | Internal Process Image | Internal Direct Mappings |_

Internal /O Direction Alias Port

FSOUT Module 6.Channel 2.0utput Out D -
FSOUT Module 6.Channel 3.0utput - Out D -

FSOUT Module 6.Channel 4. Output - Out [:]

FS0OUT Module 6.ErrAck . Cut E“ ModuleErrAck.In (TwinSafeGroup1) |

FSOUT Relais Module.Channel 1.0utput = Out E“ Term 15 (EL1904) - Module 1 (FSOES).InputChannel1 (TwinSafeGroup1) |

FSOUT Relais Module.Channel 2 Output = Out [:]
FSOUT Relais Module.Channel 3.0utput = Out D

FSOUT Relais Module.Channel 4 Output = Out D

FSOUT Relais Module Errck Out [:“ ModuleErrAck.In (TwinSafeGroup1) |
FSIN Module 1.Errack . Cut E“ ModuleErrAck.In (TwinSafeGroup1) |
FSIN Module 2 ErrAck - Out E“ ModuleErrAck.In (TwinSafeGroup1) |
FSIN Module 3. ErrAck - Out [:“ ModuleErrAck.In (TwinSafeGroup1) |
FSIN Module 4. ErrAck . Cut E“ ModuleErrAck.In (TwinSafeGroup1) | -

Fig. 95: Internal Direct Mapping

Typical applications are linking the ErrAck signal of the modules to a Standard Alias Device or switching an
output due to a safe input signal.

In the figure, the relay output FSOUT relay modules Channel 1.0utput is switched by the safe input Term
(15) (EL1904) - Module 1 (FSOES) InputChannel 1.
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4.3.7.16 Backup/Restore settings

Backup/restore settings have been extended so that TwinSAFE logic components can also be used to store
a TwinSAFE project CRC. The following table describes the settings for each TwinSAFE connection listed in

the Backup/Restore dialog.

Checkbox

Desciption

Available in

Store Project CRC in Slave

Only active when FSoE Connection Type is set
to Master.

The CRC of the local project is stored on the
target slave and can be used for the backup/
restore mechanism.

Now, besides the EL1904 and EL2904,
TwinSAFE logics are also supported for storing
the CRC.

ELG69xx, EL1904, EL2904,

EP1908

Store Slave Project CRC in
Master

Only active when FSoE Connection Type is set
to Master.

If the target slave is a logic component that
uses the backup/restore mechanism, the
project CRC of the logic project of the target
slave must be entered manually here.

EL691x, EK1960, EJx9xx
and newer products

Store Master Project CRC in
Slave

Only active if FSoE Connection Type is set to
Slave.

The FSoE master sends a CRC to be stored on
the local TWinSAFE component so that it can
be used for a restore function on the remote
FSoE master. This checkbox can be used even
if the local backup/restore function is not active.

EL691x, EK1960, EJx9xx
and newer products

Read Project CRC from Master

Only active if FSoE Connection Type is set to
Slave.

The CRC, which is entered on the FSoE master
(see Store Slave Project CRC in Master), can
be read by the FSoE slave for the local restore
function.

EL691x, EK1960, EJx9xx
and newer products
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Target Systern ) )
Configuration: ’NH\ - Platform: | N/A -

User Administraticn

Backup/Restore

Activate Backup/Restore

Project Settings
Awvailable Mlias Devices for Backup/Restore-Mode
Alias Device ggg i: rg{:‘cr:te _gtr: J!-:dSIS‘I;{?: grg J!‘:dMgSHtEr Eﬁ?:dfrzrrﬁjm
in Master in Slave Master

Term 13 (EL1904) - Module 1 (FSOES) {TwinSafeGroup 1) Ol ]
Tem 15 (EL2904) - Module 1 (FSOES) (TwinSafeGroup1) [ O
Term 16 (EL1904) - Module 1 (FSOES) {TwinSafeGroup 1) O O
Tem 17 (EL1904) - Module 1 (FSOES) (TwinSafeGroup1) ] O
ELE310 FSoE Connection (Twin Group1) Ll d

Restore, f 3 from 5 FSoE-LConnections have the comect CRC stored

User Administration

Restore Lser Administration

Fig. 96: Backup/Restore settings
4.4 Info Data

441 Info data for the connection
Info data for connections can be enabled on the Connection tab of the alias device.

Linking | Connection | Safety Parameters | Process Image |

Info Data
oes- o T ssmm— - Map State Map Inputs
Map Diag Map Outputs

Fig. 97: Enabling the info data for connections

The info data are shown in the I/O tree structure below the EJ6910 in the process image. From here, these
signals can be linked with PLC variables. Further information on the included data can be found in the
documentation for TwinCAT function blocks for TwinSAFE logic terminals.
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4 i Term 4 (EJ6G910)
B ConnectionInputs
[ ConnectionQutputs
b [ StandardOutputs
4 Function Block Info Data
4 ¥ Twin5afeGroupl Networkl.FBEstopl Info Data
#] State
#1 Diag
4 Connection Info Data
4 ¥ Message_2 Info Data
#] State
#1 Diag
# Qutput Safe Data Byte 0
4 F Meszage_3 Info Data
#| State
#1 Diag
#| Input Safe Data Byte
[+ FSLOGIC Inputs
By FSLOGIC Outputs
b [ WcState
@ InfoData

Fig. 98: Info data for the connection in the 1/O tree structure

442 Info data for function blocks

Info data for function blocks can be enabled in the properties of the function block.

FBEstopl FEEstop -

True
Map State True
B Misc
Order Of Execution 1
Bl Parameter Setting
Safe Inputs After Disc Er False

B Properties
Function Mame safekstop
Instance Mame FBEstopl

Fig. 99: Enabling the info data for function blocks

The info data are shown in the I/O tree structure below the EJ6910 in the process image. From here, these
signals can be linked with PLC variables. Further information on the included data can be found in the

documentation for TwinCAT function blocks for TwinSAFE logic terminals.
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4 % Term 4 (EJGI10)
B ConnectionInputs
B ConnectionOutputs

[
b [ StandardOutputs
F Function Block Info Data

#] State
#1 Diag

4 ¥ Twin5afeGroupl Networkl.FBEstopl Info Data

4 Connection Info Data
4 ¥ Message_2 Info Data
#] State
#1 Diag
# Qutput Safe Data Byte 0
4 F Meszage_3 Info Data
#| State
#1 Diag
#| Input Safe Data Byte 0
FSLOGIC Inputs
By FSLOGIC Outputs
B WcState
& InfoData

=

- W

Fig. 100: Info data for the function block in the 1/O tree structure

4.4.3 Info data for the TwinSAFE group

Info data for TWinSAFE groups can be enabled via the properties of the TwinSAFE group.

PrOperties 0 e S

Metworkl Metnork

2]

B Customization Settings
Passification &llowed False
Perrnarment Deactivation Allow False
Termporary Deactivation Allows False
Tirmeout Passification Allowed 10000
Werify Analog FB Inputs at Grou False
B Failsafe Settings
Analog FB Qutput Failsafe YValu Zero

B Info Data
kap Diag True
Map State True
& Misc
Metweork Crder Id 1]
B Parameter Setting
Metwark Mame Metworkl

Fig. 101: Enabling the info data in the properties of the TwinSAFE group

The info data are shown in the I/O tree structure below the EJ6910 in the process image. From here, these
signals can be linked with PLC variables. Further information on the included data can be found in the
documentation for TwinCAT function blocks for TwinSAFE logic terminals.
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4 B Teren 7 (EJGIL0)
[ Connectionlhputs
B ConnectionOutputs
B StandardOutputs
TwwinS8FE Group Info Data
4 F Twin3afeGrouplInfo Data
#1 State
# Diag
I Device Info Data
FELOGIC Inputs
B FELOGIC Qutputs
[ o State
& InfoData

k| +F

=

O

Fig. 102: Info data for the TwWinSAFE group in the tree structure

444 Info data for the device

The info data for the EJ6910 can be enabled on the Target System tab. These are the serial number of the
EJ6910 and the current online CRC of the safety project.

Target S
turation: (1A 0 st (R

User Administration

Backup/Restore
Target System: EJB310 -|
Physical Device: Term 13 [EJ6910) |§[}]
Software Version: o1
Serial Number: 00123456
Project CRC: (<7936
Map Serial Number: (7] Map Project CRC:  [¥] |
Version Number: 1 [@j
Safe Address: 260
Dip-Switch: 260 =

. . 0

R L
AmsNetid: 5.23.220.153.2.1
AmsPort: 1003

Fig. 103: Enabling the info data for the EL6910

The info data are shown in the I/O tree structure below the EJ6910 in the process image. From here, these

signals can be linked with PLC variables.
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4 B Term 4 (E16910)
[ Connectionlnputs

B ConnectionOutputs

By StandardOutputs
Functicn Block Info Data
Connection Info Data

A | v = =

Device Info Data

# Project CRC

#1 Serial Mumber

P FSLOGIC Inputs
B FSLOGIC Outputs

O WcState

b [Fy InfoData

Fig. 104: Info data of the EJ6910 in the tree structure

4.5 Version history

The version history button under Target System can be used to read the version history of the EL6910,
EJ6910 or EK1960. It includes the user, the date, the version and the CRC of the safety projects loaded on

the EL6910, EJ6910 or EK1960.

P

-

Wersion History @

Izer Mame Drate Werzion Project CRC
zer I22ME 43P (1 0xE 053
zer I3Z2METZ43PM | 2 OxE9D9
zerl I2ME1245PM |3 Ox50D0E
Jzer WA2NE1247 P |4 O«B423
zer 32061248 P |5 0=B 040

Fig. 105: Version History
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4.6 User Administration

User administration is called up via the Target System tree item. Use Get User List to read the current list of
users from the EL6910, EJ6910 or EK1960. The user Administrator cannot be deleted. The default password
can and should be replaced with a customer-specific password. This is done via the Change Password
button. The default password is TwinSAFE. The password must be at least 6 characters long. A maximum of
40 users can be created.

Target System
S Configuration: | N/A Platform: | N/A
Backup/Restore Target System: EL6910
Physical Device: Tem 4 (EL6910)
Serial Mumber: 00123456
User List
.
Administrator Get User List
Add User(s)

Fig. 106: User Administration

The administrator password is required to create or delete users. Open the Login dialog by left-clicking on
Add User(s).

Add New User(s) - - @

Steps Login

Login .
Username: Administrator

Serial Mumber:

Password:

Cancel

Fig. 107: User Administration - Login

The Add User dialog opens once the correct serial number and administrator password have been entered.
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Add Mew User(s)
Steps

Add New User(s)

[E]

Add New User(s)

New User
User Credentials lm
Username: NewUserl
Password: sasses
Repeat Password: sassss
b2 l [ X ] [] Keep Values

Mew User(s) Access Rights

Fig. 108: User Administration - Add New User(s)

Add Mew User(s)
Steps

Add New User(s)

Add New User(s)

MNew User
User Credentials | Access Rights |

[C] Change Password (5]

[C] Download Safe Logic Data |+

[C] Download Mapping Data m™

[C] Download Safe User Data/Replacement Values 5*
Download Info Data 17

Download Project Data in Restore Mode 2%
Activate/Deactivate Groups 459

> l [ X l [[] Keep Values

MNew User(s) Access Rights

Fig. 109: User Administration - Add new User(s) - Access Rights

Enter the new user and the corresponding password (twice). The password must be at least 6 characters

long. In addition, select the rights for the new user. Use the button to apply these data and
display them in the New User list.

EJ6910
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Add New User(s) =]

Steps Add New User(s)

MNew User

User Credentials | Access Rights

Username:

Add New User(s)

Password:

Repeat Password:

S l [ X ] [] Keep Values
Mew User(s) Access Rights
MNewUserl e
| Finish | | Cancel

Fig. 110: User Administration - New User added

Use the Finish button to exit the dialog.

Access Rights

Description

Change Password

Users can change their password.

Download Safe Logic Data

The user can load the safety program onto the EL6910, EJ6910 or
EK1960.

Download Mapping Data

The user can load the mapping data for inputs, outputs, FBs etc. onto the
EL6910, EJ6910 or EK1960.

Download Safe User Data /
Replacement Values

The user can change safe user parameters on the EL6910, EJ6910 or
EK1960change and also change and load safe substitute values

Download Info Data

The user can activate and load the info data for connections and FBs on
the EL6910, EJ6910 or EK1960.

Download Project Data in
Restore Mode

The user is allowed to perform a restore. Currently not supported.

Activate / Deactivate Groups

The user can execute Customizing (enable and disable of TwinSAFE
groups) on the EL6910, EJ6910 or EK1960.

4.7 Backup/Restore

Following the exchange of an EL6910, EJ6910 or EK1960, the previous project can be loaded to the new
device using the Backup/Restore mechanism.

In order to be able to use this functionality, the Backup/Restore mechanism must be enabled in the safety
project, and the terminals must be selected, on which the current CRC of the safety project is to be stored.

For a restore operation the user can specify the minimum number of selected terminals on which the correct

CRC must be stored.

Using the checkbox Restore User Administration the user can specify whether the user administration should
be transferred to the new device via the restore mechanism.
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Target System

User Administration

Backup/Restore

Activate Backup/Restore

Available Alias Devices for Backup/Restore-Mode

Term 5 (EL2904) - Module 1 {FSOES) (TwinSafeGroup 1) -
Tem 7 (EL1904) - Module 1 (FSOES) (TwinSafeGroup1)

Fl b
Restore, if 1 from 2 FSoE-Slaves have the comect CRC stored
User Administration

Restore User Administration

Fig. 111: Backup/Restore

In order to be able to use the Backup/Restore mechanism, create a backup of the current safety project and
store it on the hard disk of the controller, for sample. To carry out a restore, the user can either check when
starting the controller whether the serial number of the EL6910, EJ6910 or EK1960 has changed, or start the
restore manually via a service menu, e.g. in the visualization. Detailed information about the Backup/Restore
mechanism is available from Beckhoff Support.

Restore

If a project that doesn't match the system is loaded during a restore, this will only be de-

tected when the distributed CRCs are checked. The previous project is then deleted from
Note the logic terminal. This cannot be undone.

One possible sequence for checking whether a restore is carried out is shown in the following flow chart.
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-
v

Wait for EL69xx in PreOP

v

Read Serial number (sNo)
Read CRC (crc)

No

sNo = old sNa? crc = 0x00007?

Message to user:

Switch EL69xx to OP Switch EL69xx to OP Switch EL69xx to OP Loading the safety project
with TwinCAT engineering
-} *

Restore safety project
FB RestorelogicProgram

e

Fig. 112: Restore check flow chart

Function blocks for backup/restore

The PLC function blocks with which a backup and restore to a TwinSAFE logic component (currently
EL6910, EJ6910 or EK1960) can be carried out are available through Beckhoff Support. This is a compiled
library that can be installed in the TwinCAT Library Repository.

The TC3_EL6910_Backup_Restore library contains two PLC function blocks. FB_ SAVELOGICPROGRAM
and FB_ RESTORELOGICPROGRAM.

FB_SAVELOGICPROGRAM
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bExecute
ausEcatMetld
uleEcatPort
u32Bufferaddress
u32BufferSize
sFileMame
sMetIDWriteFile

FB_SAVELOGICPROGRAM

Done
sResult
bErr

Fig. 113: FB_SAVELOGICPROGRAM illustration

FUNCTION_BLOCK FB_SAVELOGICPROGRAM

Name Type Inherited from Address Initial

bExecute BOOL FALSE
auBEcatNetld ARRAY [0..5] OF BYTE

ul6EcatPort WORD

u32BufferAddress PVOID

u32BufferSize DWORD

sFileName T_MaxString

sNetIDWriteFile T_AmsNetID

Done BOOL FALSE
sResult STRING(200)

bErr BOOL

Comment

Positive edge starts the backup process

EtherCAT Net-ID of the TwinSAFE Logic - link to e.g. EL6910/InfoData/AdsAddr/netld
Port of TwinSAFE-Logic - link to e.qg. EL6910/InfoData/AdsAddr/port

Address of buffer, in which the TwinSAFE Logic program should be stored temporarily - buffer e.g. ARRAY[0..16#FFFF] OF BYTE
size of buffer

File, in which the TwinSAFE Logic program should be stored

AmsNetID of device where the file should be written to

User information that the FB finished the operation

FB Result

An error occured during operation, details in sResult

Fig. 114: FB_SAVELOGICPROGRAM parameters

FB_RESTORELOGICPROGRAM

bBxecute
auBEcatMetId
uleEcatPort
u32BufferAddress
u32Buffersize
sFileMame
sMetIDReadFile

FB_RESTORELOGICPROGRAM

Daone
sResult
bErr

Fig. 115: FB_RESTORELOGICPROGRAM illustration

FUNCTION_BLOCK FB_RESTORELOGICPROGRAM

FALSE

Name Type Inherited from Address Initial
bExecute BOOL

ausEcatietld ARRAY [0..5] OF BYTE
ul6EcatPort WORD
u32BufferAddress PVOID
u32BufferSize DWORD

sFileName T_MaxString
sHetIDReadFile T_AmshetID

Done BOOL

sResult STRING(200)

bErr BOOL

Comment

FALSE Positive edge starts the restore process

EtherCAT-MNet-ID of the TwinSAFE Logic - link to e.g. EL6910/InfoData/AdsAddr/netld

Port of TwinSAFE-Logic - link to e.g. EL6910/InfoData/AdsAddr/port

Address to buffer, in which the TwinSAFE Logic program should be stored - buffer e.g. ARRAY[0..16#FFFF] OF BYTE
size of buffer

File which contains the TwinSAFE logic program and should be restored

AmshletID of device where the file is stored

User information that the FB finished the operation

FB result

An error occured during operation, details in Result

Fig. 116: FB_RESTORELOGICPROGRAM parameters

Sample

PROGRAM MAIN
VAR
fb save: FB SAVELOGICPROGRAM;

fb restore: FB RESTORELOGICPROGRAM;

StartBackup: BOOL;
EL6910AmsNetID AT
EL6910port AT $I*:
internalBuffer:
FileString: T MaxString :=
LocalAmsNetID: T AmsNetID :=
SaveDone: BOOL;

SaveResult: STRING (200) ;
SaveErr: BOOL;
StartRestore:
internalbuffer?2:
RestoreDone: BOOL;
RestoreResult: STRING(200) ;
RestoreErr: BOOL;

$I*: ARRAY
WORD;

BOOL;

[0.
array[0..l16#FFFF]

'c:\temp\safety\complibTest EL6910.bin';
'172.55.76.53.1.1";

array[0..l16#FFFF]

.5] OF BYTE;

of byte;

of Byte;
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END VAR

// Backup of the TwinSAFE logic program

fb save (
bExecute:= StartBackup,
au8EcatNetId:= EL6910AmsNetID,
ul6EcatPort:= EL6910port,
u32BufferAddress:= ADR (internalBuffer),
u32BufferSize:= SIZEOF (internalBuffer),
sFileName:= FileString,
sNetIDWriteFile:= LocalAmsNetID,
Done=> SaveDone,
sResult=> SaveResult,
bErr=> SaveErr) ;

// Restore of the TwinSAFE logic program
fb_restore (

bExecute:= StartRestore,
au8EcatNetId:= EL6910AmsNetID,
ul6EcatPort:= EL6910port,
u32BufferAddress:= ADR (internalbuffer?),
u32BufferSize:= SIZEOF (internalBuffer2),
sFileName:= FileString,
sNetIDReadFile:= LocalAmsNetID,

Done=> RestoreDone,

sResult=> RestoreResult,

bErr=> RestoreErr) ;

4.8 Export/import of the safety project

The safety project can be archived via the context menu of the safety project. The data type of this archive is
* tfzip.

4 [ saFeTY |
a Safety_Project_ 1 Project X Remove L3
"4.;, Target System Rename
4 5 Twin3afeGroupl Save Safety_Project 1 As...

4 kg Alias Devices EJ Save Safety_Project 1 as Archive...
i ErrorAcknowledge

Ml RestartForEstop.sd _J  Send Safety_Project_1 by E-Mail...
@ Term 5 (EL2904) - | ,_;.,"@ Compare Safety_Project 1 with Target...
#] Term 7 (EL1904] - | =]

Twin5afeGroupl.sal _
[&] Safety_Project_1 Instance e Disable

Independent Project File

Fig. 117: Archiving the safety project

The safety project can be exported to XML format one level below the safety project node. This XML format
can be used for exchange between TwinCAT 3 and TwinCAT 2.

The menu item Export project (as bin file) can be used to save the safety project in a binary format, so that it
can be used by the TWinSAFE loader, for sample.
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4 |33 SAFETY

4 |33 Safety Project_1
4 [B7) Safety_Project_1 Project

".{.;, Target Systern Scope to This

4 ;T TwinSafeGroupl Mew Solution Explorer View

4 |47 Alias Devices
mﬂ ErrorAcknowl
@ RestartForEstc Project Build Order...
& Term 5 (EL290 Add

Al Term 7 (EL190 Add Reference...

Project Dependencies...

Twin5afeGroupl.
@ Safety_Project_1 Instanc Generate Documentation
E C++ Export Project (as xml file)
> Evo [ Export Project (a5 bin file)
X Remove Drel
Rename
&  Properties Alt+Enter

Fig. 118: Saving the safety project in a binary format (e.g. for the TwinSAFE loader)

A previously exported safety project can be imported via the context menu of the main Safety entry in the
TwinCAT project structure. Add Existing Item... can be used to select the file type for the import.

4[5 SAFETY
4 |33 Safety Proj ‘O Add New Item... Ins

4 | safety | %0 Add Existing Item... Shift+ Alt+A

"4.}, Target System
4 5% TwinSafeGroupl
4 55 Alias Devices
Bl ErrorAcknowledgement.sds
H RestartForEstop.sds
@ Term 5 (EL2904) - Module 1 (FSOES).sds
HE Term 7 (EL1904] - Module 1 (FSOES).=ds

Twin5afeGroupl.sal
Fig. 119: Selecting the file type for importing a safety project

The following file types are supported:
+ Safety project files *.spilc,
» Safety project archives *.tfzip
« Safety projects in XML format

EJ6910 Version: 1.7.0
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rE] [.jﬂ:ﬂEﬂ u-‘

OO | ¢ TwinSAFE-Example » TwinSAFE-Exarmnple » .v|¢¢|| TwinSAFE-Example durchsuch... Pl

Organisieren Meuer Ordner == « [l @

| Mame

- . Boot

.| _Config
. |l PLCcode
./ Safety Project 1

| A
K
K
. TwinSAFE-Example
. TwinSAFE-Example
. _Boot _ W | .

Dateiname: - |Saf-.=. Plc Pm'ﬂ File {*.sEIrcEm'E "I

Safe Plc Project File (*.splcproy; ...}
Safe Plc Project File (*.splcproj)
Safe Plc Project Archive (*.tfzip)
TwinCAT 2.x Safety Project (*xml)

Fig. 120: Importing a safety project

4.9 Tab Diag history

Any errors that occur in the EL6910, EJ6910 or EK1960 are stored in the their diag history. The diag history
can be viewed by selecting the EL6910, EJ6910 or EK1960 in the 1/O tree structure and then selecting the
Diag History tab. Use the Update History button to fetch the current from the EL6910, EJ6910 or EK1960.
Error within the logic; the function blocks and the connections are stored with a corresponding timestamp.

| General | EtherCAT | Process Data | Startup | CoE - Oniine | Diag History | Orline |
[] Ao Update

[ |Update Histony ] 7] Orly new Messagss [ Ack. Messages ] [E:purt Diag Histur_f] [ Advanced... ]
Type Flags Timestamp Mezsage

(@) Emor M 2992015 11:04:11 28, ((3803) FB 1 (ESTOF): An EDMAzult (0010} was detected in state SAFE
(@ Emor M 29.92015 10:34.18 55...  ((3806) FB 1 (ESTOF): An EDMAault (ke0010) was detected in state START

Fig. 121: Diag History

Use the Advanced... button to open the advanced settings. Here, the user can customize the behavior of the
diag history.
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Advanced Settings . — ﬁ
""" m Messages

Message Types

[ disable Infos
[ disable warnings

[ disable Errars

Emergency

[] enable sending Emergency

Overwrite /Acknowledge Mode

[] enable Acknowledge Mode

[ QK J [ Abbrechen

L

Fig. 122: Diag History - Advanced Settings

Advanced Settings

Setting Description

Message Types + disable Info
Messages with status Info are not stored in the diag history

» disable Warnings
Messages with status Warning are not stored in the diag history

+ disable Errors
Messages with status Error are not stored in the diag history

Emergency In addition to saving the message in the diag history, an emergency
object is sent, which is displayed in the logger window of TwinCAT.
Overwrite / Acknowledge Mode This setting is currently not supported.

410 TwinSAFE SC configuration

The TwinSAFE SC technology enables communication with standard EtherCAT terminals via the Safety over
EtherCAT protocol. These connections use another checksum, in order to be able to distinguish between
TwinSAFE SC and TwinSAFE. Eight fixed CRCs can be selected, or a free CRC can be entered by the user.

By default the TWinSAFE SC communication channel of the respective TWinSAFE SC component is not
enabled. In order to be able to use the data transfer, the corresponding TwinSAFE SC module must first be
added under the Slots tab. Only then is it possible to link to a corresponding alias device.
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| General | EtherCAT | DC | Process Data | Siots | Startup | CoE - Online | Online |

Slot Module Module Moduleldent Description
7 TSC Connection EL5021-0090 .| | M EL5021-0090 ©<0000133D Module 1 (EL5021-0090)
4 » 4 »
[] Download SlotCfg 7 (->P) | Create project specific XML Fiie... |

Fig. 123: Adding the TwinSAFE SC process data under the component, e.g. EL5021-0090

Additional process data with the ID TSC Inputs, TSC Outputs are generated (TSC -
TwinSAFE Single Channel).
Fl Hﬂ Term 4 (ELS021-0090)
b ENC Status
b [l ENC Control
4 ,!E Medule 1 (EL5021-0090)
b TSC Inputs
bl TSC Outputs
3 WeState
b [ InfoData

Fig. 124: TwinSAFE SC component process data, example EL5021-0090

A TwinSAFE SC connection is added by adding an alias devices in the safety project and selecting TSC
(TwinSAFE Single Channel)

Add Mews Item - SafetyProject E@
4 Installed Sart by Default -| 25 Search Installed Templates (Ctrl+E) O =
Standard .
andar E‘E 4 digital inputs (EtherCAT) Safety  1¥per Safety
4 Safety
4 EtherCAT 5 o
Beckhoff Automation GrbH 4 digital outputs (EtherCAT) Safety
KBus E‘E 8 digital inputs (EtherCAT) Safety
PROFIsafe
E}‘E 2 digital inputs and 2 digital outputs (EtherCAT)  Safety
1 i E}‘E 000001390 - TSC (EL5021-0090)
b Online
Marme: 000001390 - TSC (ELS0Z21-0090)_1.5ds Add | [ Cancel

Fig. 125: Adding a TwinSAFE SC connection

After opening the alias device by double-clicking, select the Link button next to Physical Device, in
order to create the link to a TwinSAFE SC terminal. Only suitable TwinSAFE SC terminals are offered in the
selection dialog.
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P
Choose physical channel

(o |

= = Devices
- Device 1 (EtherCAT)
£ Tem 3 (EL5021-0090)

M Module 1 [TwinSAFE Single Channel) @ Unused

OE.

Cancel

Al

w

Fig. 126: Creating a link to TWinSAFE SC terminal

The CRC to be used can be selected or a free CRC can be entered under the Connection tab of the alias

device.

Entry Mode Used CRCs
TwinSAFE SC CRC 1 master 0x17BOF
TwinSAFE SC CRC 2 master 0x1571F
TwinSAFE SC CRC 3 master 0x11F95
TwinSAFE SC CRC 4 master 0x153F1
TwinSAFE SC CRC 5 master 0x1F1D5
TwinSAFE SC CRC 6 master 0x1663B
TwinSAFE SC CRC 7 master 0x1B8CD
TwinSAFE SC CRC 8 master 0x1E1BD

| Linking | Connection |Safe1yF"arameters | Process Image |

Connection Settings
Conn-Ma: 1
Conn-Id: 2

Mode: |TwinSAFE SC CRC 1 master -
CRC Polymomuial:

TwinSAFE SC CRC 2 master
Watchdog (ms): | TwinSAFE SC CRC 3 master
TwinSAFE SC CRC 4 master
Module Fault { TinSAFE SC CRC 5 master
TwinSAFE SC CRC 6 master
TwinSAFE 3C CRC 7 master
TwinSAFE SC CRC 8 master
TwinSAFE SC custom CRC master

Connection Variables
COM ERR Ack:

Info Data
] Map State ] Map Inputs
] Map Diag ] Map Outputs

Fig. 127: Selecting a free CRC

These settings must match the settings in the CoE objects of the TwWinSAFE SC component.
The TwinSAFE SC component initially makes all available process data available. The Safety Parameters
tab typically contains no parameters. The process data size and the process data themselves can be

selected under the Process Image tab.
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| Linking I Connection | SafetyF"arElmeters| Process Image |

Inputs Outputs
Message Size: [19 Bytes (8 Bytes Safe Data) *] Message Size: | G Bytes (1 Bytes Safe Data) -

Mame Type Size Position Mame Type Size Position

Countervalue LIDINT 4.0 0.0 1.0 0.0
Frequencyvalue (int32) DINT 4.0 4.0

Edit

Fig. 128: Selecting the process data size and the process data

The process data (defined in the ESI file) can be adjusted to user requirements by selecting the Edit button
in the dialog Configure I/O element(s).

ﬁ] Configure [/ O element(s) EI@
Configured: Available:
Index MName Type Size Position Index Name Type Size
6000:11 Counter value UDINT 40 0.0 6000:13 Frequency value UDINT 4.0
6000:1E  Frequency value (int32) DINT 40 4.0 8000:1A  Frequency value (intl6)  INT 20
8.0 6000:1C  Frequency value (uintl6) UINT 2.0
> Remove » — 01

Check

Cancel

i

Fig. 129: Selection of the process data

The safety address together with the CRC must be entered on the TwWinSAFE SC slave side. This is done via
the CoE objects under TSC settings of the corresponding TwinSAFE SC component (here, for example,
EL5021-0090, 0x8010: 01 and 0x8010: 02). The address set here must also be set in the alias device as
FSoE address under the Linking tab.

Under the object 0x80n0:02 Connection Mode the CRC to be used is selected or a free CRC is entered. A
total of 8 CRCs are available. A free CRC must start with 0x00ff in the high word.

= 3010:0 TSC Settings R »2
8010:01  Address R D000 (0)
8010:02 Connection Mode R TwinSAFE 5C CRC1 master (370:39)

Fig. 130: CoE objects 0x8010:01 and 0x8010:02
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[i]

Note

Object ,,TSC Settings”

Depending on the terminal, the index designation of the configuration object , TSC Settings*

can vary.
Example:

- EL3214-0090 and EL3314-0090, ,TSC Settings®, Index 8040

- EL5021-0090, ,TSC Settings®, Index 8010
- EL6224-0090, ,TSC Settings®, Index 800F

Set Value Dialog x
Dec: 97033 | [k ]
Hes: | 0x0001 7BOF | Cancel
Erwrn: TwinSAFE SC CRCY master w

Boal: 0 1 Hex Edit...
Biriary: |OF 7B 01 00 | (2 |
Bit Size: O1 O8 Q16 @32 O6s O

Fig. 131: Entering the safety address and the CRC

[i]

Note

TwinSAFE SC connections

If several TWinSAFE SC connections are used within a configuration, a different CRC must

be selected for each TwinSAFE SC connection.

411 Customizing / disabling TWinSAFE groups

The function Customizing ﬁ can be selected in the safety toolbars or via the TWinSAFE menu. It can be
used to enable and disable groups. There are different deactivation methods, as shown in the following

table.

EJ6910
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Deactivation Description

Permanent deactivation |The TwinSAFE group is permanently disabled by the user. The substitute values
parameterized for the group are set for the group outputs.

If this group is enabled again, the RUN signal for this group must change from 0
to 1, in order for the group to start.

Parameter:
Permanent Deactivation Allowed: TRUE / FALSE

Deactivation until the The TwinSAFE group is disabled until the EL6910 is switched on again. The
EL6910 is switched off  |substitute values parameterized for the group are set for the group outputs. This
and back on again setting cannot be used as default setting for the safety program download.

If this group is enabled again (other than by switching off and on again), the RUN
signal for this group must change from 0 to 1, in order for the group to start.

Parameter:
Temporary Deactivation Allowed: TRUE / FALSE

Deactivation of manual |After starting the deactivation, the connection defined in the group must report a
control unit COM error after a period of 10 seconds, for sample (default setting). If this is not
the case, a group error set and corresponding diagnostic message is generated.
Only one connection may be defined in the group, which must be a master
connection.

Parameter:
Passification Allowed: TRUE / FALSE
Timeout Passification Allowed: Time in ms

The customization can also be carried out during the download of the safety application.

In order to be able to perform a customization, the groups must be set accordingly. This is done via the
group properties.

Pro pEI’ti BG Il D D D D D D D D D D D e D e L e e
TwinSAFE Safety Application

I

B Customization Settings
Passification Allowed False
Permmament Deactivation Allowed False
Temporary Deactivation Allowed False
Timeout Passification Allowed (ms) 10000
B Failsafe Settings
Analog FB Output Failsafe Values Lero
B Info Data
Map Diag False
Map State False

B Parameter Settings
Group Order Id 0
B Startup Settings
Verify Analog FB Inputs at Group Startup  False

Fig. 132: Properties of the TwinSAFE group

If one of the customization parameters (Passification Allowed, Permanent Deactivation Allowed or
Temporary Deactivation Allowed) is set to TRUE, all outputs of the TwinSAFE group, which are not
SafetyAlias Devices, are listed in the list of Replacement Values. Here you can parameterize the substitute
values to be written to the output in the event of deactivation of the group.
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Wariable Mapping

Yariables | Group F'l:urts| ReplacernentValues | Max Start Deviation

Port Marme Instance Marme ReplacernentWalue Custorn Failsafe Walue
EStopOut FBEstopl E] True False

EZtopDelCut  FBEstopl E] True False

SnalogOut | FBAAL E] (c050C (1500 E] 0000 (0}

Safety Project Online Wiews “ariable Mapping  Error List Output

Fig. 133: Replacement values for the TwWinSAFE group

When the Customizing function 455 is selected, the login dialog opens for the user to enter their login data.

This login must give permission for customizing.

Customize Safety Project ]
Steps Login
Username: Administrator
Login
Serial Mumber: 00123456
Passwaord: llilullulial
[ Mext l [ Cancel
Fig. 134: Login
The Customizing dialog opens once the user has entered the data and selected Next.
The current group status is indicated with a green background.
Customize Safety Project [

Steps Customize TwinSAFE Groups

Ceactivate  Ceactivate
Temporarily Permanenthy

TwinSafeGroupl n | [} | (] |

TwinSAFE Groups  Activate  Passivate

Customize Twin5AFE Groups

E Finish 1 [ Cancel l

Fig. 135: Customizing TwinSAFE Groups
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The user can select the new status via the option area. In the sample below Deactivate Temporarily is

selected. Use the Finish button to close the dialog and execute the required option.

Custornize Safety Project
Steps Customize TwinSAFE Groups
TwinSAFE Groups  Activate Passivate DEECtIU-EltI? Deactivate
Temporarily Permanenthy
TwinSafeGroupl . L ] Q] ]
Customize TwinSAFE Groups
| Finish | | Cancel |

Fig. 136: Customized TwinSAFE Group

412 Saving the analog group inputs persistently

EL6910, EJ6910 and EK1960 support persistent saving of analog input values in an internal memory. When
the group starts up, the stored data are compared with the current data. Under the tab Max Start Deviation, a

corresponding deviation can be specified for each defined analog input value of the group.

Variable Mapping * 0 X

| Variables I Group Ports | Replacement Values | Max Start Deviation

Port Mame Instance Name Max Deviation

Analoglnl | FBAdL E] 00014 (20)

Analoglng | FBAdL E] 0:001E (30]

Safety Project Online View | Variable Mapping | Watch1 | Error List | Output

Fig. 137: Specifying deviations for analog input values

In the group properties the general settings for setting substitute values and checking the analog values on
group startup can be parameterized. Setting the parameter Verify Analog FB Inputs at Group Startup to

TRUE activates saving of all analog group inputs.
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PerErtiES oo B B B B B B EP e Ee e ER e EP e ER e P EP e B e P B e PP PP P P P P P P P P P P ]
TwinSAFE Safety Application
B, &
B Customization Settings
Passification Allowed False
Permament Deactivation Allowed False
Temnporary Deactivation Allowed False
Timeout Passification Allowed (ms) 10000
B Failsafe Settings
Analog FB Output Failsafe Yalues Zero
B Info Data
Map Diag False
Map State False
B Parameter Settings
Group Order Id 0
B Startup Settings
Verify Analog FB Inputs at Group Startup  False
Fig. 138: Activate saving of all analog group inputs
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413 Project design limits of EL6910/EJ6910

Project design limits

The maximum project design size for EL6910/EJ6910 is determined by the available mem-

ory. This is managed dynamically. The values specified in the following table are therefore
Note only guide values and may differ from the actual values, depending on the safety project.

Process image size

max. 1486 byte per data direction

(maximum memory size 0x1E00 for 3 buffers, ie with the same size of
input and output process data, a maximum size of 1280 bytes per data
direction is possible. Only straight start addresses are possible, so fill
bytes must be taken into account)

TwinSAFE connections

212 max.
(up to 255 CRCs in total; 1 CRC is required for a TwWinSAFE connection
with 1 or 2 byte safe data.)

Supported hardware for
EL6910/EJ6910 TwinSAFE
connections

EL1904 (all)
EL2904 (all)
EL2902 (all)
EL6900 (all - max. 14 byte safe data)
EL6930 (all - max. 14 byte safe data)
EL6910 (all - max. 126 byte safe data)
EJ6910 (all - max. 126 byte safe data)
KL1904 (from 2008)

KL2904 (from 2008)

KL6904 as slave (from 2008)

AX5805 (all)

AX5806 (all)

Safe data per TwinSAFE
connection

maximum 126 byte (telegram length 255 byte)

PROFIsafe telegram length

4 to 16 byte PROFIsafe telegram length (user data 0 - 12 byte)

TwinSAFE blocks

maximum 512 (ESTOP with complete input and output mapping)

TwinSAFE groups

128 max.

TwinSAFE user

40 max.

Standard PLC inputs

dynamic (memory-dependent), max. 1024 byte

Standard PLC outputs

dynamic (memory-dependent), max. 1024 byte

Note used.

TwinSAFE connection
Only one TwinSAFE connection between two TwinSAFE terminals is possible. For commu-
nication with a EL6900, for sample, a connection with up to 14 bytes safe user data can be

414 Sync-Manager Configuration

Depending on the size of the TwinSAFE project on the TWinSAFE logic, it may be necessary to adjust the

sync manager configuration.

As soon as the following message appears during the saving or downloading of the project, the sync
manager configuration for the device has to be adapted.

94

Version: 1.7.0 EJ6910



BEGKHUFF Operation
| Microsoft Visual Studio @

i Orwverlapping Sync Manager configuration {consider 3-buffer 5M are
l_}. consuming the buffer size 3 times)

Fig. 139: Overlapping Sync Manager

Adapting the Sync-Manager configuration

The Sync Manager settings can be made via the Advanced Settings... of the TwWinSAFE logic.

General | EtherCAT | Procezs Data | Startup | CoE - Online | Diag History | I:Inline|

Type: ELET0, TwinSAFE PLC

Froduct/Rewision:  ELE310-0000-0017

Auto Inc Addr: FFFD

EtherCaT Addr [ 1004 : Advanced Settings. .. J
Previous Part: Temrn 4 [EF1100] - B

hitbpe A v, beckhoff, com/ELEST0

Fig. 140: EtherCAT Advanced Settings

To calculate the smallest start address of SM3, the length of SM2 is multiplied by 3 and added to the start
address of SM2.

Start SM3 >= Start SM2 + 3* Length SM2

In addition, the starting address, together with 3 times the length of SM3, must not be larger than the
address 0x3000.

Start SM3 + 3* Length SM3 <= 0x3000
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i "

Advanced Settings
= General FMMU { SM
Behawior
Timeout Settings L Start Length L EndBit P Start Flags Sm | Su
dentification 0:01000011.0 2 7 0412000 WE 2 |o
FraArAL f Sh 0:01000011.0 2 7 0x1000.0 3 0
Init Commands 0x09000000.1 1 1 0x0800.0  RE 0 0
Mailbox Qw00000000.0 0 ] (x0000.0 W 4 1
Distributed Clock Q=00000000.0 0 ] (x0000.0 A a 1
ESC Access P 1 | »
[.-i'-.ppend... ] [ Delete. .. ] [ Edit... ]
Start Length Data b azter
Q1000 286 Q000710026 [1%/PE]
017100 286 «00010022 MRPE]
01200 2[6] Q000710024 [2wFE]
01000 2[6] (000710020 [3RPE]
Dw2E00 ] Ox00000024 (3P
Qw2F00 ] Q«00000020 [3RF)
Delete... Edi..
[ (] _] [ Cancel

Fig. 141: Sync Manager settings

Achsanced Settings @
= Gerneral FMMU } SM
Behavior -
Tirmeout Settings L Start Lenath L EndBit P Start Flags Sm Su
0«01000011.0 2 7 (012000 B 2 0
Ox01000011.0 2 0x1000.0 1]
Init Cormmands =00y, T=0200.0 i]
. 0x00000000.0 0 ] 0x0000.0 W 4 1
Mailbonx 0+00000000.0 D 0 x00000 R 51
Distributed Clock " : * : Edit Sync Manager
ESC Access < Ll 'I | »
(spend.. | [foete. | [ Edt. | | I*° Bulfer
Start Lenath Data aster &1
04000 256 000011 (1026 [14w/PE) Start Address:
0x1100 256 0400010022 (1RPE) 7424 Access
- .t. .. - f Length: © Read
01000 ! : = 2 (1 wiite
0=2F00 i (0x00000020 [3RP) \ / |
nterrupts
[Chppend. | [ Delete.. | | Edt. || | [IEnable ] to EtherCAT
ta PDI
Wwatchd
[ Ok ] ’ Cancel ] AEnena
[ Trigger

Fig. 142: Setting the start address for SM3

After changing the start address, all dialogs are closed with OK, the TwinCAT project is saved and the
configuration is activated. If the calculation was carried out correctly, no error message should now be
displayed and the project should be executed without errors.
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415 TwinSAFE reaction times

The TwinSAFE terminals form a modular safety system that exchanges safety-oriented data via the Safety-
over-EtherCAT protocol. This chapter is intended to help you determine the system's reaction time from the
change of signal at the sensor to the reaction at the actuator.

Typical reaction time

The typical reaction time is the time that is required to transmit information from the sensor to the actuator, if
the overall system is working without error in normal operation.

TwinCAT TwinCAT
O O

I L

Sensor Input - Logic Output Actor
Communication Communication
Reaction time
Fig. 143: Typical reaction time
Definition Description
RTSensor Reaction time of the sensor until the signal is provided at the interface. Typically supplied by
the sensor manufacturer.
RTInput Reaction time of the safe input, such as EL1904 or EP1908. This time can be found in the
technical data. In the case of the EL1904 it is 4 ms.
RTComm Reaction time of the communication This is typically 3x the EtherCAT cycle time, because

new data can only be sent in a new Safety-over-EtherCAT telegram. These times depend
directly on the higher-level standard controller (cycle time of the PLC/NC).

RTLogic Reaction time of the logic terminal. This is the cycle time of the logic terminal and typically
ranges from 500 us to 10 ms for the EL6900, depending on the size of the safety project.
The actual cycle time can be read from the terminal.

RTOutput Reaction time of the output terminal. This typically lies within the range of 2 to 3 ms.

RTActor Reaction time of the actuator. This information is typically supplied by the actuator
manufacturer

WDComm Watchdog time of the communication

This results in the following equation for the typical reaction time:
REECﬁUﬂTﬁmEr‘_}'p = RTEan.sar + Rrrnpur +3 *RTEamm + RTLuch +3 *RT:.'nmm + RTGurpur + RI:-lcmr
with, for example

ReactionTime,, = 5ms + 4ms + 3 = Ims + 10ms + 3 * Ims + 3ms + 20ms = 48ms

Worst-case reaction time

The worst case reaction time is the maximum time required to switch off the actuator in the case of an error.
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> TwinCAT TwinCAT
- P \5
. .
*AO QLo
U ? Q *
Sensor Input | Logic - - Output Actor
Communication Communication
Worst-Case reaction time -

Fig. 144: Worst-case reaction time

This assumes that a signal change occurs at the sensor and is transmitted to the input. A communication
error occurs at precisely the moment when the signal is to be transferred to the communication interface.
This is detected by the logic following the watchdog time of the communication link. This information should
then be transferred to the output, but a further communication error occurs here. This error is detected at the
output following the expiry of the watchdog time and leads to the switch-off.

This results in the following equation for the worst-case reaction:

ReactionTimeg,, = Wlrmm + Wheomm + Rlaceor

with, for example

ReactionTime,, = 2+ 15ms + 20ms = 50ms
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4.16

4.16.1

The LEDs Diag 1 to Diag 4 display diagnostic information for the EJ6910.

L
LA,
S
=
ac
€]
W
- -

Diagnostics

Diagnostic LEDs

Fig. 145: EJ6910 diagnostic LEDs

416.1.1

LED indicators

Diagnostic LEDs

LED lit flashing off
Diag 1 Environment variables, - Environment variables,
(green) |operating voltage and internal operating voltage and internal
tests are in the valid range tests are outside the valid
- If Diag 2 flashes, a logic range
error code applies  If Diag 2 flashes, an
environment error code
applies
Diag 2 Together with Diag 3 and 4: Logic or environment error Together with Diag 3 and 4:
(red) Global shutdown" has code according to Diag1 and | G|opg| fault) has occurred. (see
occurred. (see diag history of  t@bles below is output diag history of the TWinSAFE
the TwinSAFE components) components)
Diag 3 Global fault or global shutdown |- No global fault or global
(red) on uCc1" shutdown on uC1"
Diag 4 Global fault or global shutdown |- No global fault or global
(red) on uc2" shutdown on uC2"

1. A global fault permanently disables the TwinSAFE component, so that it has to be replaced. A global
shutdown temporarily disables the TwinSAFE component. The error can be reset by switching off and
back on again.

EJ6910
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Logic error codes of LED Diag 2 (if LED Diag 1 is lit)

Flashing Description

Code

1 Function block error in one of the TwinSAFE groups

2 Communication error in one of the TwinSAFE groups

3 Error combination: Function block and communication

4 General error in one of the TwWinSAFE groups

5 Error combination: General and function block

6 Error combination: General and communication

7 Error combination: General, function block and communication

Environment error codes of LED Diag 2 (if LED Diag 1 is off)

Flashing Description
Code

1 Maximum supply voltage pC1 exceeded

Supply voltage yC1 below minimum value

Maximum supply voltage pC2 exceeded

Supply voltage pC2 below minimum value

Maximum internal temperature exceeded

Internal temperature below minimum value

Valid temperature difference between uyC1 and uC2 exceeded
not used

not used
0 General error

2O OoINOO|R~WIN

4.16.1.2 Flash code display

LED Display Description
flashing 400 ms ON /400 ms OFF

1 second pause between the flash codes
flickering 50 ms ON / 50 ms OFF
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4.16.2 Status LEDs

The LEDs State 1 to State 4 indicate the current status of the EJ6910.

[,
L
[=]
- -
x
(L]
- W
- -

Fig. 146: EJ6910 status LEDs

LED Display

State 1  |State 2 State 3 State 4 Meaning

Off Off Off lit No TwinSAFE project available on the component

Off Off lit lit TwinSAFE project loaded, but not yet in RUN state

lit Off lit lit TwinSAFE project loaded and in RUN state.
Customization is active for at least one TwinSAFE group

lit lit lit lit TwinSAFE project loaded and in RUN state.
Customization is NOT active

4.16.3 Diagnostic objects

Do not change CoE objects!
Do not make any modifications to the CoE objects in the TwinSAFE components! Any mod-

ifications (e.g. using TwinCAT) of the CoE objects will permanently set the TWinSAFE com-
CAUTION | ponents to the Fail-Stop state.

Index F984,,: Device Info Data C1

CoE object F984,, currently displays internal temperature and voltage values for the TwWinSAFE component.

Index Name Meaning Flags |Default
F984:01 Voltage C2 Voltage uC2 RO Ogec
F984:02 Temperature C1 Temperature uC1 RO Ogec
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Index F985,,: Device Info Data C2

CoE object F985,, currently displays internal temperature and voltage values for the TwinSAFE component.

Index Name Meaning Flags |Default
F985:01 |Voltage C1 Voltage uC1 RO Ogec
F985:02 |Temperature C2 Temperature uC2 RO Ogec

Note stamp.

Diagnostics history
Any errors, which occur during operation of the TwinSAFE component, such as overtem-
perature or undervoltage, are entered in the diagnostics history with a corresponding time-

Index F100,.,: FSLOGIC status

The CoE object F100,,, shows the current status of the TwinSAFE component.

Index |Name Meaning

Flags

Default

F100:01 |Safe Logic Status of the internal

State 0: OFFLINE
1: RUN

2: STOP

3: SAFE

4: ERROR

6: START

8: PREPARE
10: RESTORE

logic:

11: PROJECT-CRC-OK

RO

Obin

logic cycle.

F100:02 |Cycle Counter |Life cycle counter, which is incremented with each TwinSAFE

RO

0 bin

This CoE object is additionally copied into the cyclic process image of the TwinSAFE component. From

there, this information can be directly linked into

4 W Terrn 4 (ELAILIN)
4 FELOGIC Inputs
#] Zafe Logic State
#l Cycle Counter
B FELOGIC Qutputs
B OE o State
O InfoData

the PLC.

Fig. 147: Diagnostic object: FSLOGIC Status (F100,,,) in the process image of the TwWinSAFE component.

4.16.4 Cycle time of the safety project

The processing time of the EL6910/EJ6910 can be obtained from the CoE objects below. To determine the
cycle time, it has to be multiplied with 1.25, because this is the factor used internally for generating a delay

time before the next cycle.
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4.16.4.1 Index FEAOhex: CTRL Diag Data
Index Name Meaning Flags |Default
FEAO0:09 |Actual Safety Control Current processing time of the EL6910/EJ6910 when |RO Ohex
Task Execution Time logic state = 1 (RUN)
cycle time = 1.25 * value
(average value of 64 cycles)
FEAO:0A |Min Safety Control Task |Minimum processing time of the EL6910/EJ6910 RO 0 phex
Execution Time when logic state = 1 (RUN)
cycle time = 1.25 * value
FEAO:0B |Actual Safety Control Maximum processing time of the EL6910/EJ6910 RO 0 hex
Task Execution Time when logic state = 1 (RUN)
cycle time = 1.25 * value
FEAO:15 |Actual Safety Control Current processing time of the EL6910/EJ6910 when |RO Ohex
Task Execution Time logic state <> 1
cycle time = 1.25 * value
(average value of 64 cycles)
FEAO0:16 |Min Safety Control Task |Minimum processing time of the EL6910/EJ6910 RO 0 hex
Execution Time when logic state <> 1
cycle time = 1.25 * value
FEAO:17 |Actual Safety Control Maximum processing time of the EL6910/EJ6910 RO 0 hex

Task Execution Time

when logic state <> 1
cycle time = 1.25 * value

The minimum and maximum values can be reset by writing a value to CoE object 0x1C32:08.

417

Maintenance

Maintenance

The TwinSAFE components are maintenance-free!

Environmental conditions

A

WARNING

Observe the specified environmental conditions!

Please ensure that the TwWinSAFE components are only stored and operated under the
specified conditions (see technical data).

If the TWinSAFE component is operated outside the permitted temperature range it will switch to Global
Shutdown state.

Cleaning

Protect the TwinSAFE component from unacceptable soling during operation and storage!

If the TwWinSAFE component was subjected to unacceptable soiling it may no longer be operated!

A

WARNING

Have soiled terminals checked!

Cleaning of the TwinSAFE component by the user is not permitted!
Please send soiled terminals to the manufacturer for inspection and cleaning!

418

Service life

The TwinSAFE EJ modules are designed for a service life of 20 years.

Due to the high diagnostic coverage within the lifecycle no special proof tests are required.

EJ6910
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The TwinSAFE EJ modules bear a date code, which is composed as follows:

Date code: CW YY SW HW

Legend: Sample: Date Code 17 11 05 00
CW: Calendar week of manufacture Calendar week: 17

YY: Year of manufacture Year: 2011

SW: Software version Software version: 05

HW: Hardware version Hardware version: 00

In addition the TwinSAFE EJ modules bear a unique serial number.

ATV

":[ i NN
)zte Coce: UB12U814] [Rev Nrilgl
winsARE Loge

Beckhoff AutomationGmbH A C
D-33415 Varl / Mada i Garroam,

* Huzlshorsoweg 20
A hieckhall com

2478

Fig. 148: Unique serial number of a TWinSAFE EJ module

419 Decommissioning

Serious risk of injury!
Bring the bus system into a safe, de-energized state before starting disassembly of the de-
vices!

DANGER

Disposal

In order to dispose of the device, it must be removed and fully dismantled.

» Housing components (polycarbonate, polyamide (PA6.6)) are suitable for plastic recycling.
* Metal parts can be sent for metal recycling.

 Electronic parts such as disk drives and circuit boards must be disposed of in accordance with national
electronics scrap regulations.
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5 Appendix

5.1 Support and Service

Beckhoff and their partners around the world offer comprehensive support and service, making available fast
and competent assistance with all questions related to Beckhoff products and system solutions.

Beckhoff's branch offices and representatives

Please contact your Beckhoff branch office or representative for local support and service on Beckhoff
products!

The addresses of Beckhoff's branch offices and representatives round the world can be found on her internet
pages:
http://www.beckhoff.com

You will also find further documentation for Beckhoff components there.

Beckhoff Headquarters
Beckhoff Automation GmbH & Co. KG

Huelshorstweg 20

33415 Verl

Germany

Phone: +49(0)5246/963-0
Fax: +49(0)5246/963-198
e-mail: info@beckhoff.com
Beckhoff Support

Support offers you comprehensive technical assistance, helping you not only with the application of
individual Beckhoff products, but also with other, wide-ranging services:

e support
+ design, programming and commissioning of complex automation systems
+ and extensive training program for Beckhoff system components

Hotline: +49(0)5246/963-157
Fax: +49(0)5246/963-9157
e-mail: support@beckhoff.com
Beckhoff Service

The Beckhoff Service Center supports you in all matters of after-sales service:
* on-site service
* repair service
* spare parts service
* hotline service

Hotline: +49(0)5246/963-460
Fax: +49(0)5246/963-479
e-mail: service@beckhoff.com
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Certificates

Product Service

CERTIFICATE

No. Z10 16 11 62386 034

Holder of Certificate: Beckhoff Automation GmbH & Co. KG
Hilshorstweg 20
33415 Verl
GERMANY

Factory(ies): 62386

Certification Mark:

Product: Safety components

Model(s): EJ6910, EL6910

Parameters: Supply voltage: 24VDC (-15%/+20%)
Temperature range -5°C ... +55°C
Protection Class: P20

Tested EN 61508-1:2010 (SIL1-3)

accord in to: EN 61508-2:2010 (SIL1-3)

EN 61508-3:2010 (SIL1-3)

EN 61508-4:2010 (SIL1-3)

EN ISO 13848-1:2015 (up to Cat 4, PL )
EN 61326-3-1:2008

EN 62061:2005/A2:2015

The product was tested on a voluntary basis and complies with the essential requirements. The
certification mark shown above can be affixed on the product. It is not permitted to alter the
certification mark in any way. In addition the certification holder must not transfer the certificate
to third parties. See also notes overleaf.
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